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OINPEJAEJIEHUSA

B HacTodmeM JOKYMEHTE MCHOJB3YIOTCS CIEAYIOUIME TEPMHHBI U UX
ONpEIEIICHMUS.

ABTOMATH3MPOBAaHHAsl CHCTEMAa — CHCTEMa, COCTOSIIAs U3 MEepCOHAIa U
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peaau3yolas nHpopma-
LIUOHHYIO TEXHOJIOTHIO BBIITOJIHEHUSI YCTAaHOBJIEHHBIX (DYHKLIUN.

AyTeHTH(HUKALUA OTIPABUTENS JAHHBIX — IOJTBEPKAEHUE TOr0, YTO OT-
IIPaBUTENb MOJYYECHHBIX TaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onmacHOCTE NMEPCOHANBHBIX JAAaHHBIX — COCTOSHME 3allUIICHHOCTH
NEPCOHANIBHBIX  JIaHHBIX, XapaKTepU3yeMoe CHOCOOHOCTHIO  MOJIB30BATENCH,
TEXHUYECKMX  CpEACTB M  HMH(OPMALMOHHBIX  TEXHOJOIMH  00ecreduTh
KOH(HUICHIUATBHOCTD, LEIOCTHOCTh U JOCTYIHOCTh NEPCOHATBHBIX JAHHBIX MpPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JTAHHBIX.

buomerpuyeckne IMnepcoHaJAbHbIC JaHHbIE — CBEICHUSA, KOTOpbIE
XapaKTepU3yIoT (PU3NOIOTHYECKUEe OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTb €r0 JIMYHOCTh, BKJIIOYas (pororpaduu, OTHEYATKH MNaJIbLEB,
o0pa3 ceTyaTku rja3a, OCOOCHHOCTU CTPOCHHMS Tejla W JAPYIyK MOJI00HYIO
UH(pOpMAIHIO.

BiokupoBaHnue NEPCOHAJBHBIX [JAHHBIX — BPEMEHHOE IPEKpPAILLECHUE
00paboTKN MEepCOHATBHBIX JAHHBIX (32 MCKIIOYEHHUEM CIy4yaeB, eciu oO0paboTka
HEoO0XOouMa JIJIsl yTOUHEHUS IEPCOHANIBHBIX JIAHHBIX).

Bupyc (KOMIbIOTEPHBbIHA, IPOrPAMMHBIN) — HUCIOJIHIEMBIN MPOrPAMMHBIN
KOJ WJIA MHTEPOpPETUpyeMblid HAOOp MHCTPYKIMMA, 00aJaronuii CBOMCTBaMU He-
CaHKLIMOHUPOBAHHOIO PACIPOCTPAaHEHUsI W caMoBocnpou3BeneHusa. Co3naHHbIe
AyOnuKaThl KOMIIBIOTEPHOTO BUpYyCa HE BCEr/la COBIMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JajbHEHUIIEMY pacHpOCTPAHEHHIO U CaMOBOCIPOU3BEIE-

HHUIO.



BpenonocHasi mporpamMma — nporpaMma, npeJHa3HaueHHas Il OCYILECTB-
JIEHUs HECAHKI[MOHMPOBAHHOTO JOCTYyNa M (WJIM) BO3AEHUCTBUS HA NEPCOHAJIBHBIC
JAHHBIE WU PeCypChl UHPOPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX TAHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeICTBAa M CHCTEMbI — TEXHUYECKHE
CPEICTBA U CUCTEMBI, HE NpeIHa3HAUYEHHbIE IS NIepeaay, 00padOTKU U XpaHEHUs
NEPCOHAJIBHBIX JAHHBIX, YCTAHABIIMBAEMbBIE COBMECTHO C TEXHUYECKUMH CPEICT-
BaMU U CHCTEMaMH, IIPeHA3HAYEHHBIMU JIs1 0OpabOTKU MEPCOHAIBHBIX JAAHHBIX
WIM B NOMEIIEHUAX, B KOTOPBIX YCTaHOBJIEHbI MH()OPMAIMOHHBIE CHCTEMBI IIEPCO-
HaJbHBIX JAHHBIX.

Joctynm B oOmnepamuoHHYW cpeay KoMnblTepa (MHpOPMANHMOHHOM
CHCTEMBbI MEPCOHAJBHBIX JAaHHBIX) — TOJIyYEHHE BO3MOXXKHOCTM 3allyCKa Ha
BBIIIOJIHEHWE INTAaTHBIX KOMaHI, (YHKLMI, MpoLEeTyp ONEPAlMOHHOM CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TEpEMEICHNs M T.1.), UCIOMHIEMbIX (aiioB
NPUKJIAJHBIX IPOIPAMM.

HocTtyn Kk mHpOpMauMu — BO3MOXHOCTb MOMYyYEHUs] MHPOPMAIIMK U €€ UC-
I10JIb30BAHUSL.

3ak1a04HOe YCTPOICTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIIHU, CKPHITHO
BHEJPSEMbIN  (3aKJIa[bIBAEMbII WJIM BHOCHMBIA) B MECTa BO3MOXKHOTO CheMa
uHpopMaimu (B TOM YHCIIE B OIPaXJICHUE, KOHCTPYKIIMIO, 000PYI0BaHUE, MTPEAMETHI
MHTEphEpa, TPAHCIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTku HHGOPMAIIUN).

3amumaemasi uHpopmanusa — uHbOpMAIKS, SBISIOLIAACS NPEAMETOM CO0-
CTBEHHOCTM M TOJUIEKAIlasi 3allUTe B COOTBETCTBUM C TPEOOBAHUSIMU IMPABOBBIX
JIOKyMEHTOB WM TPEOOBAaHUSIMH, YCTAHABIIMBAEMBIMI COOCTBEHHUKOM MH(OPMAITHH.

Nnentudukanms — npucBoeHHe CyOBEKTaM M OOBEKTaM JOCTyIa WICHTH-
¢ukaropa U (WIM) CpaBHEHUE TPEIBABIAEMOr0 HIECHTUPUKATOpA C MEpeUyHEM

MPUCBOCHHBIX UACHTH(UKATOPOB.



NHpopMaTUBHBIN CHIHAJ — DJIEKTPUUYECKUE CUTHAJIBI, aKyCTUYECKHUE, DIICK-
TPOMAarHUTHbIE U Apyrue (DU3UYECKUE MOJs, MO TMapaMerpaM KOTOPbIX MOMKET ObITh
packpbITa KoH(pUIeHIMaTBHAS HHpOpMAaIys (TIepCOHATLHBIEC TaHHBIS) 0OpadaThiBacMast
B MH(OPMAIIMOHHOM CHCTEME MEPCOHATIBHBIX JJAHHBIX.

NudopmanuoHHble TEXHOJOTMH — TPOLIECCHI, METO/IbI MOUCKA, cOOpa, Xpa-
HEHUsI, OOpaOOTKH, TPEIOCTABICHHS, PACIPOCTPaHEHUs WH(POPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MIPOLIECCOB U METOJIOB.

Nudopmanuonnass cucrema mnepcoHadbHbiXx AaHHbix (MCIIAn) —
COBOKYITHOCTh COJEpXalluxcsi B 0a3aX JaHHBIX MEPCOHAIBHBIX JaHHBIX U
obecrnieynBarONUX WX 00pabOTKy MH(OPMAIIMOHHBIX TEXHOJIOTUM M TEXHUYECKHUX
CPEICTB.

Hcnosb3oBaHue NEPCOHANBHBIX JaHHBIX — JeHCTBUS (omepauuu) ¢
NIEPCOHANBHBIMU JTAaHHBIMH, COBEPIIAEMBIC OIMEpaTOpOM B IENAX NPUHATHSA
pPELIEHUA WA COBEPLICHHMS HHBIX JEUCTBUH, IOPOXKIAOIIMX HOPUINYECKUAE
TIOCTICAICTBHSI B OTHOIICHUH CYOBEKTa MEPCOHAIBHBIX NAHHBIX WM JAPYTUX JIHIL
a100 MHBIM 00pa30M 3aTparuBaroIIMX MpaBa U cBOOOABI CYObEKTa NEPCOHAIBHBIX
JAHHBIX WU APYTUX JINII.

Hcrounuk yrpo3nl 0e3onacHocTH HHGoOpMAUMU — CyOBEKT JIOCTYyIIA, MaTe-
PHATBHBIA OOBEKT WM (PU3UUECKOE SIBIICHUE, SIBIISFOIIUECS MPHYMHON BO3HHUKHOBCHMSI
yrpo3bl 0€30MacHOCTH UH(OPMAIUH.

KoHTposupyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHS, 3IaHUE, YaCTh 3/IaHUs,
MOMEIIIEHKE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHWE MOCTOPOHHUX
JIAIL, & TAK)KE TPAHCTIOPTHBIX, TEXHUIECKUX M MHBIX MaTePUAIbHBIX CPEICTB.

KoH(puaeHuMaJIbHOCTh NEPCOHANBHBIX JAAHHBIX — 00s3aTeNbHOE UL
coOMoIeHNsT OTIEPaTOPOM MM WHBIM TIOYYHBIIAM JIOCTYI K TIEPCOHATIBHBIM JTAHHBIM
JULIOM TpeOOBaHWE HE JOMyCKaTh WX pacnpocTpaHeHue O0e3 coriacus CyObeKTa

ISPCOHAJIbHBIX JAHHBIX WJIM HAJIMYKWA MHOI'O 3aKOHHOI'O OCHOBAHMA.



Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpesiefieHHOe TIPOorpaMMHOE  (IIPOrpaMMHO-AIapaTHOE) CPEICTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 32 MH(DOPMaIEH, MOCTyMaroIieil B HHQOPMAITMOHHYIO CHCTEMY
TIEPCOHAIBHBIX JAHHBIX ¥ (MJIH) BRIXOSIICH 13 UH(POPMAITMOHHON CHCTEMBI.

Hapymuresb 6€30nacHOCTH NEPCOHATBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,
CJIy4aliHO WM MPEIHAMEPEHHO COBEPILIAIOIEE JCUCTBHSA, CJICICTBUEM KOTOPBIX SIBISICTCS
HapyIieHre 0e30MacHOCTH TEPCOHABHBIX JAHHBIX MPU MX 00paOOTKE TEXHUYESCKUMHU
CpencTBamMH B MHPOPMAIIMOHHBIX CUCTEMAX IEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHass 00padoTka NEPCOHAJBHBIX [JAHHBIX —
00paboTKa MEePCOHANBLHBIX JaHHBIX, COAEPKAIIMXCS B HH(POPMAIIMOHHON cUCTEME
MEPCOHANBHBIX JAHHBIX JUOO W3BJICUEHHBIX W3 TaKOW CHUCTEMBI, CUUTAETCS
OCYUIECTBJICHHOM 0e3 UCITIOJIb30BaHUS CpEelCTB aBTOMaTHU3ALNH
(HEaBTOMATH3UPOBAHHOM ), €CITH TaKHUE JICHCTBHSI C TICPCOHATIBLHBIMY JTAHHBIMHU, KaK
WCIIOJIb30BAaHUE, YTOYHEHUE, PACIPOCTPAaHEHHE, YHUUYTOKECHHUE TIEPCOHATBHBIX
JAHHBIX B OTHOIICHWHW KaXKJIOTO U3 CYOBEKTOB IEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIOTCS] IPU HEMOCPEICTBEHHOM Y4aCTUHU YEJIOBEKA.

HenekiapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPE/ICTB BBIYHUCIIUTEILHON TEXHUKH, HE ONHMCaHHbIE WM HE COOTBETCTBYIOIIIUE
OIMMCAHHBIM B JIOKYMEHTAIIMH, TIPY HCIOJIH30BAHUU KOTOPHIX BO3MOXKHO HapyIICHUE
KOH(UJICHIIUATBHOCTH, JOCTYITHOCTH WM IIEJIOCTHOCTH 0OpaOaThlBaeMON  WH-
dbopmanuu.

HecaHKIIMOHUPOBaHHBIN JOCTYN (HECAHKIMOHMPOBAHHbIE NEeCTBUA) —
JOCTyN K MH(OpMaIMy WM JEUCTBUS ¢ MH(pOpMAIIME, HapyIIalolue MpaBuia pas-
TpPaHWYEHUsI JIOCTyMa C WCIOJIBb30BAHMEM IITATHBIX CPENCTB, MPEIOCTABISIEMBIX
WH(OPMAITMOHHBIMHA CHCTEMaMH TTEPCOHAIBHBIX JTAHHBIX.

Hocurear undgopmanuu — Quzndeckoe JMIO WM MaTepUaIbHBIA OOBEKT, B

TOM 4mcTe (pu3rdeckoe Tosie, B KOTOPOM HH(pOpMAIIUsS HAXOUT CBOE OTPKEHHE B BHJIC



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIIEHUI U TPOIIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3UUECKUX BEJIIMYHUH.

OO0e3TuYUBaHUE TEPCOHAJIBHBIX JAaHHBIX — JICHCTBHS, B pe3yJbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOXHBIM 0€3 MCIOJIb30BaHUS JOMOJHUTEIHHON
uH(OpMaIUU ONPEEIUTh MPUHAIICKHOCTD IEPCOHANBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY NMEePCOHAIIBHBIX JTAHHBIX.

O0paboTka nmepcoHAJBHBIX JAHHBIX — JII000E JeCcTBUE (omeparius) WM
COBOKYIHOCTb JACHCTBUI (Omeparuii), COBEpIIaeMbIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMATH3allMM WK 0€3 WCIOJb30BaHUS TaKUX CPEACTB C MEPCOHAIBHBIMU
JAHHBIMH, BKJIIOYas cOOp, 3alucCh, CUCTEMATHU3alMI0, HAKOIUICHHWE, XpaHEHHE,
yTouHeHre (OOHOBJICHHWE, W3MEHCHHE), M3BICUCHUE, HCIIOIB30BaHUE, TMepeaady
(pacnpocTpaHeHue, MpeaoCTaBlIeHUue, JOCTYI), OO0e3IMYMBaHUE, OJIOKHPOBAHUE,
yaaJieHue, YHUUTOKEHUE MePCOHATbHBIX JaHHBIX.

OO0menocTynHble MEPCOHAJNbHbIE JaHHbIE — TEPCOHAIBHBIC JIaHHEBIE,
JOCTYIl HEOTPAaHMYEHHOTO Kpyra JHI[ K KOTOPBIM TPEIOCTaBI€H C COTJIacus
CyOBeKTa TMEepCOHANBHBIX JaHHBIX WJIM HAa KOTOPhIE B COOTBETCTBUH C
dbenepalbHBIMU  3aKOHAMHU HE pacIpocTpaHsieTcss TpeOoBaHWE COOIIOACHUS
KOH(UIECHIIUAIBHOCTH.

Oneparop (nmepcoHAJBHBLIX JAHHBIX) — TOCYAApPCTBEHHBIM OpraH,
MYHUIIUTNIATBHBIA OpraH, IOPUINYECKOe WIH (PU3MUYECKOE JIUI0, CAMOCTOSTEIHHO
VI COBMECTHO C APYTMMH JIHMIIAMH OPTaHU3YIOIIKME W (WJIM) OCYIIECTBISIONINE
00paboTKy MEepCOHANBHBIX JTaHHBIX, a TAKXKE OMPEACISIONINE I 00padOTKU
NEPCOHANIbHBIX JIaHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOJIEkKAIUX 00paboTKe,
nercTBus (onepaiumn), CoBepIiaeMble ¢ IEPCOHATBHBIMU JaHHBIMU.

Texnuuyeckue cpeacrsa HUHPOPMANUOHHOM CHCTEMBbI NEPCOHAJIbHBIX
HAHHBIX — CPE/ICTBA BBIUUCIUTENIHLHOW TEXHUKH, WHPOPMAIMOHHO-BBIYUCIUTEIbHBIC
KOMILJIEKCHI U CETH, CPEJICTBA M CUCTEMBI Iiepeiadu, npuema u oopadotku [1/1x (cpencrsa

U CHUCTEMBbI 3BYKO3AIKMCH, 3BYKOYCHUJICHMS, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U



TEJIEBU3UOHHBIE YCTPOWCTBA, CPEACTBA W3TOTOBJICHUS, TUPAKUPOBAHUS JIOKYyMEHTOB U
Jpyrre TEXHUYECKUE Cpe/icTBa 00pabOTKU peueBor, rpadudeckoi, BuIeo- U OYKBEHHO-
dpoBoit HHGpOpPMAIUH), TIPOrPAMMHBIEC CPECTBA (OMEPAIMIOHHBIC CUCTEMbI, CHCTEMBI
yIpaBiieHus: 0a3aMy TaHHBIX M T.IL.), CPEACTBA 3aLIUTHI MH(OPMAIIUH, IPUMEHSEMBbIC B
WH(POPMAITMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpMaNUM) — HEMPABOMEPHOE MOIyYeHHE HHYOPMAIUH C
WCIIOJIb30BAHUEM TEXHUUYECKOTO CPEICTBA, OCYIIECTBISIIOUIETO OOHApY>KEHHE,
npueM U 06padboTKy UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIEe — Jt00as MHPOpPMAIUA, OTHOCALIASCS K MPSAMO
WIM KOCBEHHO OIPEACIICHHOMY WM oOmpenensieMoMy (U3UYECKOMY JIUILY
(cyOBEeKTYy MmepCcOHATbHBIX JaHHBIX);

I[To0o4HBbIe  3JJIEKTPOMATHMTHBIE  W3JIy4YeHMS M  HABOIAKH  —
DIIEKTPOMArHUTHBIE HW3TYYCHHUS TEXHHUUECKUX CPEICTB OOpabOTKH 3alUIaeMoi
uH(pOpMaIMK, BO3HHUKAIOIIUE Kak IMOOOYHOE SBJICHHWE W  BHI3BAaHHBIC
AIIEKTPUYECCKUMHU CUTHAJIAMH, ICHCTBYIOIIUMH B UX 3JIEKTPUUCCKUX M MarHUTHBIX
IEMSX, a TAK)KE IICKTPOMATHUTHBIC HABOJKU ATHX CUTHAJIOB HA TOKOIPOBOJISIINE
JIMHUM, KOHCTPYKITUU U TICTIH TUTAHMUSI.

IMoanTHKAa  «YHMCTOTO  CTOJA» —  KOMIUIGKC  OpraHU3alMOHHBIX
MEPOTIPUATHNA, KOHTPOJUPYIONIUX OTCYTCTBHE 3alUChIBAaHUS Ha OyMakKHBIC
HOCHUTENIM KIIoUYe U aTpuOyTOB AocTyna (maposie) W XpaHeHHs MX BOJIU3U
00BEKTOB JOCTYIIA.

[Hoab30BaTes b MHPOPMALMOHHON CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
JWIO, YydYacTByiomiee B (YHKIMOHUPOBAHWU HH(POPMAIMOHHONW CHCTEMBI
MEPCOHATBLHBIX JTAHHBIX HJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKITMOHUPOBAHMUS.

IIpaBuia pasrpaHuYeHusi J10CTYNA — COBOKYITHOCTb MPAaBHUJI, periiaMeHTH-
PYIOIIUX TIpaBa JI0CTyNna CyObEKTOB JOCTyNa K 00bEKTaM JI0CTYIIA.

IIporpammHuas 3aKJjIaika — KOJ MPOIPAMMBI, ITIPEJHAMEPEHHO BHECEHHBIN B

nporpaMmy C HOCJIbIO OCYHICCTBUTb YTCUKY, UI3BMCHUTD, 6HOKI/IpOBaTB, YHHUYTOXUTDH
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UHGOPMAIIMIO WM YHUUYTOXKHUTh U MOAU(DHUIMPOBATH MPOrpaMMHOE 0OecriedeHne
MH(OPMAIMOHHOW CUCTEMbI MEPCOHAIBHBIX JaHHBIX U (MJIM) OJIOKMpPOBATH amma-
paTHbIE CPEACTBA.

IIporpammHoe  (mporpamMMHO-MaTeMaTH4ecKoe)  BO3JAelHCTBHE  —
HECAaHKIIMOHUPOBAHHOE  BO3JIEUCTBHE HA  PECypchl  aBTOMATU3UPOBAHHOU
UH(GOPMAIIMOHHON CUCTEMBI, OCYILECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrPaAMM.

PackpbiTHe NEpPCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE WM CIydailHOe
HapylIeHHe KOH(QUICHIIMATbHOCTH TEPCOHATBHBIX TAHHBIX.

PacnpocTpaHenne mepcoHAJBLHBIX JAHHBIX — JCHCTBUSA, HANpaBIICHHbIE
Ha PACKPBITHE NIEPCOHABHBIX JAHHBIX HEONPEIEIEHHOMY KPYTY JIHL.

Pecypc vH(popMaMOHHON CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO WU anmnapaTHOTO oOecrieueHus (GyHKIMOHUPOBAHUS
UH(POPMaIIMOHHOM CUCTEMBI.

CnenuajibHble KATErOpMH MNEPCOHAJBHBIX JAAHHBIX — I[E€PCOHAJIbHbBIE
JAHHBIE, KACAIOLIUECS PAaCOBOM, HALMOHAILHON NPUHAIEAKHOCTH, MOTUTHYECKUX
B3TJISI/IOB, PEITUTHO3HBIX WM (PUIOCO(CKUX YOEKIEHUN, COCTOSHHS 370POBbS U
WHTUMHOM XKM3HU CyObEKTa NePCOHATBHBIX JaHHBIX.

Cpeacrea BbIYMCIUTEIbHONH TEXHUKH — COBOKYITHOCTB [TPOTPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CUCTEM OOpabOTKM JAaHHBIX, CHOCOOHBIX (YHKIIMOHHUPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE JIPYTUX CUCTEM.

Cyo0bekT aocryna (cy0beKT) — JIMIO WM IPOLIECC, ACHCTBUSL KOTOPOIO PEr-
JAMEHTUPYIOTCS MPABUIIAMH pa3rpaHUYeHUs 0CTyMa.

TexHu4eckuil KaHa YTeYKH MH(POPMALUM — COBOKYITHOCTb HOCUTEIS UH-
dbopmaniu  (cpeactBa 00pabOTKu), (DU3MYECKOW Cpedbl pachpocTpaHeHus: HH(Op-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3allMIiaeMas MHPOpMarius.

TpancrpannyHasi mnepegadya MePCOHAJBbHBIX [JaHHBIX — IIepegaya

MIEPCOHAJBHBIX JAHHBIX ONEpaTopoM uepe3 [0CylapCTBEHHYIO TI'paHHUILY
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Poccuiickonn  @Pepepanuum opraHy  BJIACTM  MHOCTPAHHOIO  I'OCYJAapCTBa,
bu3HMYeCKOMY MM IOPUANYECKOMY JIMILY MHOCTPAHHOTO FOCYJapCTBa.

Yrpo3bl 6€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOLIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIy4aiHOro,
JIOCTYTIA K MEPCOHANBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOrO MOXKET CTaTh YHUUYTOKEHHE,
U3MEHEHHe, OJIOKMPOBAHKE, KOITMPOBAHUE, PACIIPOCTPAHEHHE MIEPCOHANTBHBIX TAHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUM NpU UX 00paboTKe B MH(POPMALIMOHHOM
CHCTEME MEPCOHATIBHBIX JIAHHBIX.

YHHYTOXKEHHE MEPCOHAJBHBIX [JaHHBIX — JICHCTBUA, B pE3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJIEPKAHHUE NMEPCOHAIBHBIX
JaHHBIX B HMH(POPMAIMOHHON CHCTEME NEPCOHANbHBIX JaHHBIX M (WJIH) B
pe3yJIbTaTe KOTOPBIX YHHMUYTOXKAKOTCS MATEPUAIbBHBIE HOCHUTENN MEPCOHAJIBHBIX
JAHHBIX.

Yreuka (Bammimaemon) UHGOPMALMU IO TEXHHYECKHM KaHAJaM —
HEKOHTPOJIMPYEMOE paclpoCTpaHeHre MHGOPMAIMK OT HOCUTENIS 3alllIaeMon nHQop-
Malu uepe3 (PU3MUYECKyl0 cpedy 10 TEXHMYECKOTO CpEICTBA, OCYLIECTBISIOIIETO
nepexBaT HHPOPMAIIUH.

Ya3BuUMOCTD — c1a00CTh B CPEJICTBAX 3aIUTHI, KOTOPYIO MOKHO UCHOJIb30BAThH
JUTSl HAPYIICHHS CUCTEMBI WM COJICprKallieiics: B Hel MH(pOpMAaIIu.

HesocTHOCTH MH(pOPMAIIUN — CTTIOCOOHOCTH CPEACTBA BHIYUCITUTEIILHOM TEX-
HUKH WM aBTOMATH3UPOBAHHON CUCTEMBI 00eCIIeYrBaTh HEM3MEHHOCTh MH(OPMALIH B

YCIIOBHSX CITyYaltHOTO W/WJM MIPEHAMEPEHHOTO UCKKEHHS (Pa3pYILICHHS ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTHBUpYCHBIE CPEJCTBA

APM — aBTOMaTu3npoBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHHYECKHUE CPENICTBA U CUCTEMBI
NCI1JIz — nabOopMaIrioHHas! CUCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — uadopmarmonHas 6€301macHOCTb

K3 — koHTponupyemast 30Ha

JIBC — nokasnbHasi BHIYMCIIUTEbHAS CETh

M3 — MexceTeBoM dKpaH

HC/I — HecaHKIIMOHMPOBAaHHBIH JOCTYII

OC — onepaniioHHasi cucrtema

I1/11 — nepcoHaNbHBIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICUCTBHE

I1O — mporpaMmmHO€ oOecrieueHne

[TOMHH — noGo4HbIE 31EKTPOMArHUTHBIE U3TY4YE€HUS ¥ HABOJIKU
CA3 — cucreMa aHaian3a 3alUIEHHOCTH

C3U — cpenacTra 3alMThl HHPOpMAITUN

C3I1JIn — cucteMa (moAacucTeMa) 3alIUThl IEPCOHATBHBIX JaHHBIX

COB — cucteMa 00Hapy>KEHUSI BTOPKEHUN
TKYU — Texandeckue KaHabl yTeUKH HHHOPMAITN

VYBIIIH — yrpo3bl 6€30MacHOCTH EPCOHATBHBIX JAHHBIX

12
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BBEJAEHUE

Hacrosimee Ilonmoxkenne wHGOpMAIMOHHONW 0€30MacCHOCTH B OOIIECTBE C
OTPAaHUYCHHOM OTBETCTBEHHOCThIO «AjbTaup CM» (mamee mo Tekcty — OOO
«Anptanp CM»), onpenensieT NOJUTHKY B OTHOIIEHUH 00paObOTKU MEePCOHATBHBIX
nanablx B OO0 «Anpranp CM» u siBasieTcss OQUIIMAIBHBIM JTOKYMEHTOM, B
KOTOpPOM OIpeJeieHa CucTeMa B3IUISIOB Ha olecrieuyeHrue WHOOPMAIMOHHON
oe3omacHoctu OO0 «AnpTanp CM».

Heo6xogumocTs pazpadotku I[losoxkeHus: 00yClIOBIIEHA CTPEMUTEIbHBIM
pacumpenreM cdepbl MPUMEHEHHs] HOBEUIINX HH(MOPMALMOHHBIX TEXHOJIOTUN U
nporeccoB B OO0 «Anbraup CMy», npu o6pabotke uHpopmanuu BooOlIe, U
NEPCOHANIbHBIX JAHHBIX B YACTHOCTH.

Hacrosimee [lonokeHue onpenenser OCHOBHBIE LIENM M 3aJayd, a TaKKe
OOLIyI0 CTpaTerui0 MOCTPOEHUS CHUCTEMBbI 3alIUTHl MEPCOHANBHBIX JIaHHBIX
(C3I1dH) OO0 «Anpraup CMy. IlonoxkeHue onpenenseT OCHOBHbIE TpeOOBaHUs
u 0a30Bble MOAXOABl K UX pealn3aluu, AN JOCTHXKEHHs TpeOyeMoro ypoOBHSA
0e30macHOCTU UH(POPMAITUH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBMU C CHUCTEMHBIM IIOJIXOJIOM K
obecrieueHno  wHGOpMaMOHHONW  Oe3omacHOCTH.  CHUCTEMHBIM  TOIXOJ
IpeanojaraerT  MNpOBEJCHUE  KOMIUIEKCAa  MEpPONPUSITHH,  BKIIOYAIOIIMX
UCCJIeIOBaHNE Yrpo3 WH(OpPMAIMOHHONW 0€30MacHOCTH W Pa3pabOTKy CHCTEMBI
3ammuthl  [1/IH, ¢ TO3ULIMM KOMIUIEKCHOTO MPUMEHEHHUS TEXHUYECKUX U
OpTaHMU3AI[MOHHBIX MEP U CPEICTB 3aITUTHI.

[Tox nudopmarmonHoit 6e3onacHocThio [1/[H MOHMMaeTcs 3aIUIIEHHOCTh
NEPCOHANIBHBIX JIaHHBIX M 0O0pabaThiBalOlIe MX HHPPACTPYKTYype OT JHOOBIX
CIy4YalHBIX WM 3JOHAMEPEHHBIX BO3JAEHUCTBUM, PE3YJBTATOM KOTOPBIX MOKET
SBUTHCS HAaHECEHHE yiiepba camoil mHbopmaru, ee BiajeibiaMm (CyObeKTam

[111) nnu undpactpykrype. 3agauu HHGOPMALIMOHHON 0€30MacCHOCTH CBOJATCA K
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MUHHAMH3AIUU yiiep0a OT BO3MOXKHOW peaym3ainuu yrpo3 oezonacHoctu I[1/1H, a
TaKXe K MPOTHO3UPOBAHUIO U IPEAOTBPALLICHUIO TAKUX BO3JICUCTBUM.

[Tonoxenue CILYKUAT OCHOBOU TS pa3paboTKu KOMILJIEKCa
OPTaHU3AIMOHHBIX M TEXHUYECKUX Mep MO oOOecrnedeHnio WHGOPMAIMOHHON
oe3zonacHoctu OO0 «Anbranp CM», a Takke HOPMATUBHBIX U METOJAMYECKUX
JIOKYMEHTOB, 00€CIEUMBAIOUINX €€ pealln3alliio, U HE MpPEeanojiaraeT MOIMEHbI
GyHKIIUH  TOoCyJIapCTBEHHBIX OpraHoB Biactu Poccuiickoit  denepanuu,
OTBEYAIOIIMUX 3a obOecrieyeHue O0e30MacHOCTH MH(OPMAIMOHHBIX TEXHOJIOTUU U
3alUTy HHGOPMAIUK.

IHomokenue sIBII€TCS METOJOJIOTHUECKON OCHOBOM JIJIS:
*  (opmupoBaHUs U TPOBEJICHUA E€AUHOW MOJUTUKH B 00JacTH oOecreueHUs

oe3omnacHoct OO0 «Anpraup CMy»:

*  NOPUHATUSA YIPABICHUECKUX PEIICHUN U pa3pabOTKH MPAKTUUYECKUX Mep II0
BOIUIOMIEHUIO moNuTuku Oe3omacHoctd [I/I[H u BBIpaOOTKM KOMILIEKCA,
COTJIACOBAaHHBIX ~MEp HOPMATUBHO-TIPABOBOTO, TEXHOJOTHYECKOTO U
OpPraHU3AIMOHHO-TEXHUYECKOTO XapakTepa, HAMpaBJICHHBIX Ha BBISBIICHUE,
OTpaXEHWE W JUKBUAAIMIO TOCIEICTBUA peaTu3allid Pa3InYHBIX BHJIOB
yrpo3s I1/1H;

*  KOOpJIWHAIMU AEATEIIBHOCTUA CTPYKTYpHBbIX noapazaesneanii OO0 «AsnbTaup
CM» mpu mpoBeneHun paboT mo pasButhio u dKcrmyaramuu WCIIH ¢
cobmrofieHreM TpedoBanuil odecnieueHus: 6ezonacHoctu [1/1H;

*  pa3pabOTKM  TPEUIOKEHUH  TO  COBEPIICHCTBOBAHWIO  IPABOBOTO,
HOPMATUBHOTO, METOJAMYECKOTO, TEXHUYECKOT0 M  OpPraHUu3allMOHHOTO
obecnieuenus 6ezonacHoctu [1J[a B UCIT[In OO0 «Anbranp CM».

[IpaBoBoif 06a3zoi i pa3pabOTKU HACTOSIIETO TOJIOKEHHUS CITy>KaT

TpeOOBaHMS JeHCTBYIONUX B PoOCCMM 3aKOHOMATETBHBIX M HOPMATHBHBIX

JIOKYMEHTOB 10 00ecTedeHnIo 0€30MacHOCTH MepcoHaNbHbIX TaHHbIX ([1/1H).
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1 OO0umme moJIoKeHusa

Oo6pabotka [/l B OO0 «Anbranp CM» orpaHuyuBacTCsl TOCTHKEHHEM
KOHKPETHBIX, 3apaHee OINpENENICHHBIX M 3aKOHHBIX Iener. He npomyckaercs
oopadoTtka I1nH, HecoBMecTnMas ¢ ensimu coopa I1/1H.

[ean o6pabotku [1/IH mpoucxondar B TOM 4MCIE M3 aHAIM3a MPaBOBBIX
aKToOB, peraameHTupyromux gestenbHoctb OO0  «Anpramp CMy», wnenei
daxtuyecku ocymectigemMmoit OO0 «Anpranp CM» HeSITENBHOCTH, a TaKkKe
JEATEIIbHOCTH, KOTOpas MPEAYyCMOTpEHa ydpeauTelbHbIMH JokymeHTamu OO0
«Anptanp CM», 1 KOHKpeTHBIX Ou3Hec-mpoeccoB B KOHKpeTHbIX UCIT/IH.

K nemsim o6padotku [1/1H B OO0 «Anbraup CM» oTHOCSTCS:

- 3aKJIIOYEHHUE, WCIOJIHEHUE W TNPEKpallleHHE TIpaKIaHCKO-IPABOBBIX
JIOTOBOPOB;

- OpraHu3alys KaJpoBOr0 y4yeTa OpraHu3aluu, o0ecrnedeHrue COONI0ACHUS
3aKOHOB, 3aKJIIOYCHHE U UCIOJHEHHE 00s3aTeNIbCTB MO TPYJAOBBIM U IPaskJaHCKO-
IIPAaBOBBIM JIOTOBOPAM;

- BEJIEHHE KaJpOBOr0 JIEJONPOU3BOJICTBA, COJIEUCTBUE pAaOOTHHKAM B
TPYAOYCTPONCTBE, OOYYEeHHMM U MPOJABMKEHHM IO CIyX0e, TIO0JIb30BaHUH
JBrOTaMu;

- HCIOJHEHHE TpeOOBaHMN HAJIOrOBOTO 3aKOHOAATENHCTBA IO BOMPOCAM
WCUYHMCIICHUS] W YIJIaThl Hajora Ha JA0XO0Hbl (PU3WYECKUX JUI, B3HOCOB BO
BHEOIO/KETHbIE (OHABI W CTPaXOBBIX B3HOCOB BO BHEOIOKETHBIC (HOHJIBI,
NEHCUOHHOTO 3aKOHOJaTeldbcTBa Npu (opmupoBanun u mnepegaue B [IDP
NEePCOHU(PUIMPOBAHHBIX JAHHBIX O KaXKIOM IOJIydaTesie JA0XO0JI0B, KOTOphIE
YUUTBHIBAIOTCS TPU HAYUCICHUHM B3HOCOB Ha 00s3aTelbHOE TEHCHOHHOE
CTPaXOBaHUE;

- 3aII0JIHEHHE TTEPBUYHOMN CTATUCTUUECKOU TOKYMEHTAlMK B COOTBETCTBUU C

TPYAOBBIM, HAJIOTOBBIM 3aKOHO/JATCIILCTBOM H MHBIMHA Q)eﬂepaJ'IBHBIMI/I 3aKOHaMHM.
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- OpraHu3anusi KOHTPOJbHO-IPOIYCKHOTO PEKUMA.
- IPOBEJICHUE CTYACHUECKUX CTaKUPOBOK.
- MOJIy4eHHE O0E3TMUYEHHON CTaTUCTHKHU MOCEHICHUH M aHalln3a MOBEICHUs

noJib3oBaTesei Ha CailTe 1Jis yaydiieHus ero padoThI.

[Tox o6padotkoit [1/JTn B OO0 «Anpramp CM» moapaszymeBaercs 1t000e
nericTBue (omepanus) WM COBOKYMHOCTh JeWcTtBui (omepaumii) c  I1JIH,
COBEpILIAEMbIX C HCIOJb30BAHUEM CPEACTB aBTOMAaTH3aluMKd WM 0e3 HX
ucnoip3oBanuss. OOpaboTKa MEepPCOHAJIbHBIX JaHHBIX BKIIOYAeT B ceOsl B TOM
Yyucie:

- coop;

- 3aITUCh;

- CUCTEMAaTH3aIHIO;

- HaKOTIJICHUE;

- XpaHCHHUE;

- yrouHeHue (0OHOBIIEHUE, N3MEHEHHE);

- U3BJICUCHHC;

- UCTIOJIb30BaHNUE;

- mepenayy (pacupocTpaHeHHe, MPeI0CTaBICHHUE, T0CTYI);

- 00€3JIMYMBaHUE;

- OJIOKUPOBAHMUE;

- yAaJIeHUE;

- VHUYTOKCHHE.

C3IIIn nmpexncraBisger coOOW COBOKYMHOCTh OPraHM3alMOHHBIX U TEX-
HUYECKUX MEPONPUATUMN I 3auThl [I/IlH OT HEMPaBOMEPHOTO MIIA CIYYaWHOTO
JOCTyNla K HHM, YHWYTOXXCHHS, HW3MCHCHHMsI, OJIOKUPOBAHUS, KOIMPOBAHUS,

pacnpoctpanenus [1/[H, a Takxke MHBIX HEOIPABOMEPHBIX ICHCTBUM C HUMH.
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be3zonacHOCTh MEpCOHANBHBIX AAHHBIX JOCTUTAETCS IyTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOro, JOCTyIa K IMEePCOHAIbHBIM
JAHHBIM, pPE3yJbTaTOM KOTOPOTO MOXET CTaThb YHUYTOXEHHE, W3MEHEHHUE,
OJIOKUpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHHE IEPCOHANIBHBIX JTAaHHBIX, & TAKXKe
VHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM.

CtpykTypa, CcOCTaB ¥  OCHOBHBIE  (YHKIIMM  TEXHUYECKUX U
opranu3aionHbix Meponpustui C3II[IH onpenensitoTcss UCXOAs U3 YPOBHA
samuiieHHoctd  (kimacca) UWCIIJIH, yCTaHOBIEHHOTO B  COOTBETCTBHHM C
tpeboBanusimu [loctanosnenus: [IpasutensctBa Ne 1119 ot 1 nHosa6ps 2012 r.,
npukaza ®CTOK Poccun Ne 17 ot 11 deBpana 2013 r., npukaza GCTIOK
Poccum Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUU C TPEOOBAHUSIMU
[TocranoBnenus IlpaButenbctBa Poccuiickoit ®epeparuu Ne 687  «O06
yrBepxkaeHun llomoxxenust 00 0coOEHHOCTAX 00pa0OTKU MEPCOHANBHBIX JaHHBIX,
OCYyIIECTBIIsIEMO 0e3 HCHonab30BaHUS cpeAcTB aBromaTtuzauuu». C3I11x
BKJIIOYAET OpraHU3alMOHHbIE MEphl U TEXHUYECKHME CpEACTBa  3alIUThI
uHbopMauu (B TOM 4YHcle MHQpoBaibHbEe (KpUNTOrpaduyecKue) CpeacTBa,
CpencTBa  NPEAOTBPALEHUS  HECAaHKUIMOHWPOBAHHOIO  JOCTYIA,  YTEUYKH
uH(pOpMaIUU 0 TEXHUYECKUM KaHajam, MPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUN
Ha TexXHUYeckue cpeactBa oOpabotku I[I/lH), a Takke wucCHoOIb3yeMble B

MH(OPMAIMOHHON cucTeMe HH(POPMALIMOHHBIE TEXHOJIOTHH.

OTH MephI IPU3BAHBI 00ECTICUNTD:

* KOoH(MUIEHIUATHLHOCTh, HWH(MOpMaIUU (3alUTa OT HECAHKIIMOHUPOBAHHOTO

O3HAKOMJIEHUS);
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IEJIOCTHOCTh  MHpOpMAnMu  (aKTyalbHOCTh W HEMPOTHBOPECUYMBOCTH
uH(popMaIuK, € 3alIUIICHHOCTh OT Pa3pyIIeHUs W HECAHKIIMOHUPOBAHHOTO
W3MEHEHHUS);

JOCTYITHOCTh MH(OpMaIMy (BO3MOXKHOCTh 32 MPUEMIIEMOE BPEMS IMOITYYUTh

TpeOyemMyro HHPOPMAITMOHHYIO YCIIYTY).

Craguu co3ganus C3I1JIH BKIOYAIOT:

NpEeANpOEeKTHAs CTaaus, BKIIOYAIONIas MPEINPOCKTHOE 00CieI0BaHue
NCIIdH, pa3paboTKy TEXHUYECKOT0 (YaCTHOTO TEXHUUECKOTO) 3aJaHus Ha e¢
CO3/JJaHUE;

CTaaus MPOEKTUPOBaHUS (Pa3padOTKH MPOCKTOB) U pean3aIiii Mep 3aIUThI
C3I11H;

cragusa BBoja B Aeiicteue C3I1/IH, BKItoUaronas ONbITHYIO SKCIUTyaTaluio U
PUEMO-CJIATOUYHbIE HUCIBITAHUS CPEICTB 3allUThl MHQOpPMAIMU, a TaKKe

onieHky cootBercTBuUsl C3I1/IH TpeboBanusM Oe30macHoCcTH HHGOPMAIUK.

Opranu3alioHHbIE MEpbl MPEIYCMATPUBAIOT CO3JIaHHE U TOJJICPIKAHUE

npaBoBoi 0a3pl OezomacHoctu IIJ[H u pa3paboTKy (BBeneHHE B JCHCTBHE)

npeaycMoTpeHHbix  [lonutukoit  uHpopmarmonHoit 6e3onacHoctu  UCII/H

CJICaAyroIHrX OpraHn3allMOHHO-PACIIOPAINTCIIBHBIX JOKYMCHTOB!

[Inan meponpusatuil nmo odecneyenuto 3amuthl [1JIH npu ux oOpaboTke B
NCTI/H;

[Tman meporpusTuii o KOHTPOITIO ob0ecredeHus 3amuThl [1J1H;

[Topsimok pe3epBupoBaHus U BoccTaHoBiaeHUs padbotocnocodonoctu TC m I10,
0a3 manneix U1 C3U;

JomxuocTtHas uHcTpykius anmuauctparopa UCIT/In B yactu obecrnieueHus

oezonacnoctu [1JIn npu ux o6padotke B UCIIIH;
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*  JlomxHOCTHAs MHCTPYKIMS aaMUHUCTpaTopa 6e3onacHocty UCII/IH;

*  JlomxHocTHas wHCTpyKuus mosb3oBarens MCIIJIH B ywactu obOecrieueHus
6e3onacHoctu [1/]1 mpu nx o6padotke B UCII/IH;

*  HMHcTpykuus Ha cilyyail BOSHUKHOBEHUS BHEIITATHOM CUTYallUU;

*  HHcrpykuusa mo pasmenieHuro, 00OpYyIOBaHHUIO U OXpaHE MOMEIICHUMU, TIe
XPaAHATCS NEPCOHAIIBHBIE JTAHHBIE, 110 XPAHEHHUIO MEPCOHAIBHBIX JAHHBIX Ha
OYMa)KHBIX HOCUTENSIX U MOPSAJIKY pabOThl UCTIOJHUTENEH ¢ MEPCOHATIbHBIMU

JaHHBIMHU Ha 6YMa)KHBIX HOCHUTCIIAX PIH(lJOpMaHI/II/I.

TexHuyeckre Mepbl 3alIUThl PEATU3YIOTCS MPU TOMOIIM COOTBETCTBYIOIIUX
MPOTPAMMHO-TEXHUUECKUX CPEJACTB U METOJIOB 3aIlIUThI.

[lepeuernr HEOOXOAMMBIX MEp 3alIUTHI WH(POPMAIUK OMPEACNSICTCS 10
pesyabTratam BHYTpeHHed mpoBepku OeszomacHoct MCII[IH OOO «AnbTaup

CM».
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2 3apauu C3I11n

OcnoBnoit nenpto C3I1JIH siBsieTcss MUHUMH3AIUS yiepOa OT BO3MOXKHON

peanuzauuu yrpo3 6ezonacHoctu [1J1H.

Jlns mocTryKeHHMsT OCHOBHOM Ienum cucrtema OesomacHocTH II/[H momkHa

obecrieunBaTh 3HPEKTUBHOE PEIICHHE CICAYIONINX 3a/1a4:

3alUTy OT BMemaTenscTBa B mponecc ¢ynkuuonupoBanus HWCII/In
IOCTOPOHHUX JIULl (BO3MOXHOCTh ucnonb3zoBanuss WCIIJIH u goctyn k ee
pecypcaM JOJDKHBI HMMETh TOJBKO 3apETMCTPUPOBAHHBIE YCTAHOBJICHHBIM
MOPSIIKOM I10JIb30BATENN );

pasrpaHWYEHHE  JOCTYNA  3apErUCTPUPOBAHHBIX  IIOJIB30BATENIEU K
amnmapaTHbIM, MPOrpaMMHBIM u uHOpManuoHHbIM pecypcam MWCIITu
(BO3MOXXHOCTB JIOCTYIA TOJBKO K TEM peCcypcaM M BBIIIOJHEHHS TOJBKO TEX
onepalnuii ¢ HUMH, KOTOPbIE HEOOXOJHWMBI KOHKPETHBIM IOJb30BATENISIM
WCTIIH 175t BEINOJHEHUS CBOUX CITYXEOHBIX 00S3aHHOCTEH), TO €CTh 3alUTY

OT HECAaHKIIMOHUPOBAHHOI'O TOCTYMA!

k uaopmanuu, upkymupyromieit 8 UCI1/1H;

cpeactBaM BerurciauTeabHOM TexHuku NCII/IH;

anmnapaTHbIM, IPOTrPAMMHBIM M KPHUNTOIPAPUYECKUM CPEICTBaM 3alUThI,
ucnosnb3zyembiM B UCII/IH;

PErucTpauyIio ACMCTBUM NOJIB30BATENIEW MPHU MCIIOJIB30BAHUM 3aIMIIACMBbIX
pecypcoB MCII[IH B CHUCTEMHBIX >XypHajax M IMEPUOJWYECKUN KOHTPOJIb
KOPPEKTHOCTH  JEHUCTBUU  TOJIb30BATEIECH CUCTEMBI IIyT€M  aHalh3a
COAEPKUMOT0 ITUX JKYPHAJIOB;

KOHTPOJIb LIEJIOCTHOCTU (0OecreueHne HEM3MEHHOCTH) CpeAbl MCIOIHEHMS

IIPOrpaMM U €€ BOCCTAHOBJIEHUE B CIyyae HapyILICHUS;
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3aIIUTy OT HECAHKIIMOHUPOBAHHON MOAM(UKALMK U KOHTPOJb LEIOCTHOCTH
ucnosb3dyembix B UCII/IH mporpaMMHBIX CPENCTB, & TAKXKE 3aILUUTY CHCTEMBI
OT BHEIPEHUsI HECAHKIIUOHUPOBAHHBIX IIPOTPaMM;

samuty [IJlH OT yTeuku MO TEXHWYECKUM KaHaiaMm Mpu ee oOpaboTke,

XPaHCHHUM U IICpEaadcC 110 KaHaJIaM CBA3HU,

samuty [1JIH, XpaHumoii, oOpabaThiBaeMO M TepeAaBaeMol MO KaHajlaM
CBSI3U, OT HECAHKIIMOHUPOBAHHOTO PA3IJIAIICHUS N UCKAKEHUS;
obecrieueHrne  JKMBYYECTH  KpUNTOrpadUUYeCKUX  CPEACTB  3aIUTHI
uH(OpMAITUU TIPU KOMIIPOMETAIIMN YaCTH KITFOYEBON CUCTEMBI;
CBOEBPEMEHHOE BBISIBICHWE WCTOYHHKOB yrpo3 Oe3zomacHoctu [1/1H, mpuunH
U YCIOBUM, CHNOCOOCTBYIOIIMX HaHeceHuto yuepba cyowsexkram [1JIH,
CO3JJaHUE MEXaHW3Ma OTIEPATUBHOTO PearupoBaHUs Ha YIrPO3bl O€30MaCHOCTU
I1JIH 1 HeraTUBHBIC TCHICHIIUH;

CO3JIaHUE YCJIOBHM JJI1 MUHUMHU3AINKN U JIOKAJIU3allud HAHOCUMOTO yIepoa
HEMPABOMEPHBIMU  JEUCTBUSAMH  (PU3MUECKUX U  IOPUIUYECKUX  JIUII,
ocJia0JeHre HEraTUBHOTO BIUSHUS W JIMKBUJAIUS TOCIECACTBUI HAPYIIECHUS
oe3onacuoctu [1/]H;

o0opynoBaHNE U OXpaHa MOMEIICHUM, T/I€ XPAHATCS IEPCOHATLHBIC IAHHBIE;
coOJIo/IeHne TIOpsIIKa XPaHEHUs TEPCOHANBHBIX JaHHBIX Ha OyMaKHBIX
HOCHUTEJISX;

coOJIIOZIeHNE TIOPSIIKa XpaHEHUsI KITIoUel OT momenieHui rae xpausartcs [/
Ha OyMa)XHBIX HOCUTEJIAX;

co0JIIoIcHNE TTOPsIKAa pabOThl HCTIOJIHUTENICH C MEPCOHAIBHBIMU TaHHBIMU Ha

OyMaKHBIX HOCUTENSIX UHPOPMAIIUH.
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3 OO0beKThI 3alUTHI

Ilepeyenb HHGPOPMALMOHHBIX CHCTEM
B OO0 «Anpraup CM» npou3BoauTcsi 00paboTKa MepCOHANBHBIX JTaHHBIX

B MH(pOpMAIMOHHOM cucTeme 00padoTku nepcoHanbHbIX fanHbX (MCIIH).
[lepeuens UCII[In ompepensercs B mpouecce pabOThl KOMHCCHH, IIO

uToram paboT KoTopoi coctasisiercs akT kinaccudukauu UCIH.

IlepeyeHb 00bEKTOB 3AUTHI
OObekTaMu 3aIIUThI SBISIOTCS — HHpopMatusi, oopadateiBaecmast B ICITH,

U TEXHUYECKHE cpenctBa ee o0paboTku u 3ammThl. CHUCOK TEPCOHATBHBIX
JIAHHBIX, TOJUISKAaIlKe 3anuTe, onpeseiaeH B IlepeuHe mepcoHaIbHBIX JaHHBIX,
noanexanux 3amurte B UCITIH.

OOBEKTHI 3aLIUTHI BKIIIOYAIOT:
*  OOpabatbiBaeMasi HHGOpMAIHSI.
*  TexHomnornveckas HHPOPMAIIHS.
*  IIporpaMMHO-TEXHHYECKUE CPEICTBA OOPAOOTKH.
*  Cpenctsa 3amuTthsl [1/1H.
«  Kanans!l uHGpOpMaLIMOHHOTO 0OMEHA U TEIEKOMMYHUKALIUH.

. OOBEeKTHI U MOMEIIECHHS, B KOTOPBIX pa3MelieHbl kommoHeHTs UCIT/H.
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4 Kaaccupukanus nogan3oareneir UCIIIn

[Tonb3oBatenem  UCIIJJH  sBasercs  auio, Y4aCTBYIOIIEE B
(GYyHKUMOHUPOBAHUM WH(OPMAIMOHHOW CHCTEMbl TMEPCOHANBHBIX JaHHBIX WIU
UCIIONIB3YIOIIee pe3ysnbTarthl ee (QyHkiumonupoBanus. lloms3oBatenem WCII/IH
apisgercs moboi cotpyaHuk OO0 «Anpranp CMy», umeroummii focryn k UCIIn
U €€ pecypcaM B COOTBETCTBHUH C YCTAHOBJICHHBIM IOPSIKOM, B COOTBETCTBHH C
ero (pyHKIIMOHAJIbHBIMU O0S3aHHOCTSIMHU.

[Tons3oBarenu UCII/IH nensitca Ha TP OCHOBHBIE KAaTETOPUH:

A,Z[MI/IHI/ICTDaTOD I/IHdJODMaHPIOHHOﬁ 0€30I1aCHOCTH.

Corpygaukun OOO «Anstaup CM», KOTOpbIE 3aHUMAKOTCS HACTPOMKOM,
BHEJPEHUEM U COIPOBOXKJIEHUEM cHCTeM Oe3omacHocTH. AnmuHuctparop Wb
o0ajaeT cleayolUM YPOBHEM JOCTYTIA:

*  oOnaznaer MoJIHOM MHpOpMaMENl O CUCTEMHOM U MPHUKJIAJIHOM IPOrPaMMHOM
o6ecneuenun UCII/IH;
*  oOnanmaer moJHOW MH(OPMAIIHEH 0 TEXHUYECKUX CPEACTBaX U KOH(UTYpaIiH

NCIIdH;

*  HUMEET JIOCTYI KO BCEM TEXHUYECKUM CpeICTBaM 0OpabOTKM MH(POpMALUHU U
nanabiM UCITIH;

*  He o0yajaeT nmpaBaMu KOH()UTypUPOBAHUS U aJIMUHUCTPATUBHON HACTPOUKHU
texHuueckux cpeacts UCIT/IH.

Anpmunuctparop UCILIH.

Corpynaukn  OOO  «Anpraup  CM»,  KOTOpble  3aHUMAIOTCS
COIPOBOXKIACHUEM MIPOTPAMMHOI0 O0ECIICUEHUS.
Anmvunuctpatop UCIIIH ob6nanaer ciaeayromuM ypoBHEM I0CTYTIA:
 oOnamaer wuHQpopMaruerd 00 aaropuT™Max U Nporpammax 00pabOTKH

unpopmaruu Ha UCIT/H;
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o0nazaer BO3MOYKHOCTSMM BHECEHHUS OLIMOOK, HEIEKJIApUPOBAaHHBIX
BO3MOYKHOCTEM, NPOrpaMMHBIX 3aKJIaJ0K, BpPEIOHOCHBIX NPOrpaMMm B
nporpammHoe obecnieuenue MCII/IH Ha craguu ee pa3paboTKu, BHEAPEHUS U
COIIPOBOXKCHHUS,

MOXXET pacrnojiaratb JOOBIMH (pparmMeHTaMu HHGPOPMALMU O TOMOJOTHUU
UCTI[lH u TexHHYeCKUX cpeAcTBax o00paboTtku u 3amutel [1JIH,
obpadareiBaembix B UCII/IH;

obOnamaer mpaBaMyd KOH(PUTYPHPOBAHHS W aJIMHHHUCTPATHUBHONW HACTPOUKH

texHnueckux cpencts UCII/H.

Omneparop UCIT/H.

Corpynuuku mnoapazaeneauii OO0 «Anpraup CM» y4acTBYIOIIUX B

nporecce akcruryaranmu WCIIJIa. Omneparop HCIIJIH oGnamaer ciemyronum

YPOBHEM JIOCTYTIA:

o0nasaer BceMH HEOOXOIMMBIMH aTpuOyTramu (Hampumep, maposieMm),

00ecneurBaoIIMMU 1OCTYN K HEKOTOpoMY noaMHoxecTBy [1/1H;

pacmoJaract KOH(bI/I,HeHHI/IaJ'H)HBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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5 OcHOBHBIE IPUHIMIIBI IOCTPOEHHUS CUCTEMbI KOMILJIEKCHOM 3ALIUThI
HHpopManuu

[Toctpoenue cucremnl obecneuenuss OezomacHoctu [1[In UCIITan OOO
«Ampranp CM» u ee (QYHKIIMOHMpPOBAHWE JIOJDKHBI OCYIIECTBISATHCS B

COOTBETCTBUHU CO CIEAYIOLIUMU OCHOBHBIMU IPUHIUATIAMU:

*  3aKOHHOCTb;

*  CHCTEMHOCTB;

*  KOMIUIEKCHOCTB;

*  HEIPEPBIBHOCTH;

*  CBOEBPEMEHHOCTB;

*  NPEEMCTBEHHOCTb U HENPEPBIBHOCTH COBEPILIECHCTBOBAHNS,
*  NEPCOHAIbHAs OTBETCTBEHHOCTD;

*  MHMHUMM3ALUSA TOJIHOMOYH;

*  B3aUMOJCHCTBHUE U COTPYAHUYECTBO;

*  THOKOCTbh CUCTEMbI 3aIlIUTHI;

*  OTKPBITOCTH AIITOPUTMOB U MEXAHU3MOB 3aIlIUTHI;

*  OpPOCTOTA IPUMEHEHUS CPEACTB 3aIUTHI;

*  Hay4Has 0OOCHOBaHHOCTb U TEXHUYECKAsl PEaTN3yeMOCTbh;
*  crneuuanu3auus u npodecCUOHaIN3M;

e 0053aTeTBbHOCTH KOHTPOJIS.

3aKkoHHOCTH
[Ipeanonaraer OCyIIECTBIEHUE 3aLIUTHBIX MEPONPUATUNH U pPa3zpabOTKy

C3llln OO0 «Anpraup CM» B COOTBETCTBUM C JCUCTBYIOIIUM
3aKOHOJATEILCTBOM B 0oOmacTu 3amuthl [IJ[H U apyrux HOPMATHBHBIX aKTOB IIO
0e3omacHocTH MHGOPMAIIUU, YTBEPKJICHHBIX OpraHaMu TOCYJapCTBEHHOW BIacTH

" YIIPpABJICHUA B IIPCACIIaX UX KOMIICTCHIIMH.
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[Tons3oBarenu u obcmyxuBatomuiit nepconain [11n UCITIn OOO «AnsTaup
CM» nomxHbl OBITH OCBEIOMIJIEHBI O MOpsAKE PAadOTHl €  3alluIIaeMOn
uHbopMalet 1 06 OTBETCTBEHHOCTH 3a HapylleHue mnopsiaka 3amutel [1/]H.

CHcTeMHOCTDH
Cucremnbii noaxon k mnoctpoeruto C3I[JJn OO0 «Anpraup CM»

MpeanojaraeT ydeT BCEX  B3aWMOCBS3aHHBIX, B3aUMOJCHCTBYIOIUX U
U3MEHSIOIMXCS BO BPEMEHHU D3JIEMEHTOB, YCJIOBHH W (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX JUIsl TIOHUMAHUS W PeIIeHUs MpoOsieMbl olecrieueHuss 0€30macHOCTH
[1da UCITJa OOO «Anbraup CMy».

[Ipyn co3maHuM CUCTEMBI 3alllUTHI JIOJDKHBI YYUTHIBATHCS BCE cllaOble U
HamOoJiee ysA3BUMBIE MecTa cuctembl 00padoTku IIJH, a Takxke Xapaktep,
BO3MOYKHbIE OOBEKTHI M HAIIPaBJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyIIUTENIeH
(ocobeHHo BBICOKOKBaJIM(PUITUPOBAHHBIX 3JI0YMBIIIJICHHUKOB), yTH
MpOHUKHOBEHUsI B pacmpenenenubie cuctembl 1 HCJl x muabopmarmu. Cucrema
3aIIUTHl JIOJDKHA CTPOUTHCS C YYETOM HE TOJIbKO BCEX HU3BECTHBIX KaHAJIOB
npouukHoBeHUs: 1 HCJI x mHpOpManmu, HO M ¢ Y4ETOM BO3MOXXHOCTH TTOSIBIICHUS

NPUHLUIINAIBHO HOBBIX ITyTeH peanus3aiuu yrpo3 0€30MacHOCTH.

KommiexkcHocTh
KomruiekcHOe HUCMOJIb30BAHUE METOJOB M CPEACTB 3allUThl MPEINOIaraeT

COTJIACOBAHHOE MPUMEHEHUE PA3HOPOIHBIX CPEACTB MPHU MOCTPOCHUU LIEIOCTHOU
CHUCTEMBI 3allUTHI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHBbIE (3HAUMMBIE) KaHaJbl
peanu3aiuyu yrpo3 W HE CojJepKalieid ciabblX MECT Ha CThIKaX OT/ACIIBHBIX €€
KOMIIOHEHTOB.

3anmTa A0JKHA CTPOUTHCS JIIEIIOHUPOBAHO. J[J11 KaXXI0ro KaHajla yTeUKu
uHpopMalMu W 7S KaXJIOW yrpo3bl 0€30MacHOCTH JOJHKHO CYHIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOexkelt. Co3aHue 3allUTHBIX pyOekel OCYyIeCTBISETCS C

Y4€TOM TOTO, YTOOBI A1 UX IIPCOJOJICHUA IMOTCHUHUAJIIBHOMY 3JIOYMBIINIJICHHUKY
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TpeOoBaMCh MPO(ECCHOHANbHBIE HAaBBIKM B HECKOJBKHX HEB3aMMOCBS3aHHBIX
00J1acTsX.

Buemnsiss 3ammra nomKHA 0OecTieyuBaThCS (PU3MUECKUMH CPEICTBAMHU,
OpraHM3aIlMOHHBIMU U MPaBOBbIMU MepaMu. OIHUM U3 HamboJee YKPEIUIEHHBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUITOIPA()UUECKON 3aINUTHI, PEAIN30BAHHBIE
¢ wucnonp3oBanueM TexHojornn VPN. IlpuknagHo  ypOBEHb  3alUTHI,
YUUTBIBAIOIIMI OCOOEHHOCTH NPEAMETHOM 00JIacTH, MPEACTABISAET BHYTPEHHUN
pyOeX 3alUTHI.

HenpepsiBHOCTD 3a1uuThl 11/1H
3amura [I/lH — HEe pa3oBoe MEpONpPHUITHE M HE IMPOCTasi COBOKYMHOCTH

IIPOBEICHHBIX MEPONPUSATHI U YCTAHOBJIIEHHBIX CPEJICTB 3AILUTHI, & HEIPEPHIBHBIN
L[EJICHAIIPABIICHHBIM MPOLECC, NPEANOJArallini MPUHITHE COOTBETCTBYIOIINX
Mep Ha Bcex 3tanax xu3zHeHHoro uukiaa MCITIH.

NCIIdH 1omKHBI HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUU HAa MPOTSKEHUU
BCEr0 BpeMeHU X (YHKIIMOHUPOBAHHUA. B COOTBETCTBUM C 3TUM MPHUHIIUIIOM
JNOJDKHBI NpPUHUMATbCs Mepbl 1o HegomymeHuto nepexona HWCII[x B
HE3aIIUIIEHHOE COCTOSIHUE.

BonbmMHCTBY (PU3MYECKMX U TEXHUYECKUX CPEACTB 3allUThl  JIJIst
7G()EKTUBHOTO  BBIMIOJHEHUS CBOMX (YyHKIIMI HEOOXOauMa  TMOCTOSHHAS
TEXHUYECKas 151 OpraHu3aloOHHas (aaMuHUCTpaTUBHAS) MOJIJICPKKA
(cBoeBpeMeHHasi CMEHAa U OOECIEUYCHHE MPaBUILHOTO XPAHCHHUS U MPUMEHEHUS
UMEH, TMapoJied, KIYer mudpoBaHus, NEPEONPEACICHUE TOTHOMOYNNA | T.11.).
[lepepbiBbl B paboTe CpeAcTB  3allUThl MOTYT OBITh  HMCHOJIb30BaHbI
3JIOYMBILUICHHUKAMH [JI aHAJIN3a IMPUMEHSAEMbIX METOHOB M CPEICTB 3allUThI,
JUIS BHEAPEHUS CIIEHUAJIBHBIX MPOTrPAMMHBIX U alllapaTHBIX ""3aKiaafoK" U ApYyrux
CPEACTB  MPEOAOJICHMS CUCTEMbl 3allUThl  IOCJIE  BOCCTAHOBJIICHUS €€

(GYHKIIMOHUPOBAHMUSL.
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CBOEBpEeMEHHOCTH
[Ipenmonaraer ynmpexaaronfii XxapakTtep mMep obecreueHus 0e30mMacHOCTH

[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 110 komIiuiekcHou 3amure UCIT/IH u peanuzaiuio
Mep obecnieueHus: 6ezonacHoctu [1J[H Ha panHux cragusax paszpadorku UCII/Ix B
L[EJIOM U €€ CUCTEMBI 3alIUThl MH()OPMAIUH, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3alUThI T0KHA BECTHCH AapaJJICIBbHO ¢ pa3paboTKon
U Pa3BUTHEM CaMOW 3alMIIAeMON CHUCTEMBbI. JTO MO3BOJIUT Y4E€CThb TPeOOBaHUSA
0€30MacHOCTH TIPU MPOSKTUPOBAHUYU APXUTEKTYPHI U, B KOHEUHOM CYETE, CO3/1aTh
Ooonee H¢dexkTuBHbIE (Kak II0 3aTpaTaM pPECypcoB, TaK W IO CTOWKOCTH)

3alUIIEHHBIE CUCTEMBI.

HpeeMCTBeHHOCTL U COBECPIHICHCTBOBAHUE
Hpez[nonarafoT IMOCTOAHHOC COBCPUHICHCTBOBAHHUC MCP M CPCACTB 3alllUTHI

uH(pOpMaIMM Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3AMOHHBIX U TEXHUYECKHX
pelieHuii, KaapoBOro cocraBa, aHanmm3a ¢yaknuonuposanus WCII/In u ee
CHUCTEMbI 3alllUThl C YYETOM HM3MEHEHMM B METOJaX U CPEACTBaX IMepexBara
uHopMaIuu, HOPMATHUBHBIX  TpeOOBaHWU 1O  3alUTE, JOCTUTHYTOTO

OTEYECTBEHHOT'0 M 3apyOe’KHOTO OIBITA B 3TOU 00JIaCTH.

Hepcona.ﬂbnaﬂ OTBETCTBCHHOCTD
HpeanonaraeT BO3JI0XXCHHC OTBCTCTBCHHOCTH 3a obecrieueHue

oeszonmacHoctu [IJIH m cucrembl MX O00pPaOOTKM HA KaXAOro COTPYJHUKA B
mpeienax ero MoJHOMOYM. B COOTBETCTBUM ¢ 3TUM TPHUHITUIIOM pacCIpeesiCHue
mpaB U O0S3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM oOpa3oM, 4TOOBI B cliydae
JH000TO HApYIICHHWsS KPYyr BUHOBHHMKOB OBUI YETKO HW3BECTCH WJIM CBEICH K

MHUHUMYMY.
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HpuHuun MUHMMHA3ALMUA TOJTHOMOYHUI
O3HavaeT npeaoCTaBICHUE MOJIb30BATENSIM MUHUMAIIBHBIX IIPaB J0CTyNa B

COOTBETCTBHH C MPOU3BOJICTBEHHON HEOOXOMMOCTHIO, HA OCHOBE MPUHITUTIA «BCE,
YTO HE Pa3pELICHO, 3aIIPELIEHOY.

Hoctyn x IIJIH gomkeH MpeaocTaBiIAThCs TOJIBKO B TOM Cilydae U o0beMe,
€CIM  3TO HEOOXOAMMO COTPYIAHUKY JUISl BBIMOJHEHUS €ro JIOJKHOCTHBIX

00513aHHOCTEN.

B3aumonaeicTBue U COTPYAHUYECTBO
[Ipeanonaraer co3gaHue OJaronpusTHOM armocdepbl B KOJIJIEKTHUBAX

noxapaszaenenui, ooecrneunparonmx aeareabHocts UCIT[IH OO0 «Anbranp CMy,
JUISI CHWDKEHHSI BEPOSITHOCTH BO3HUKHOBEHMS HETATUBHBIX JICUCTBUM CBSI3AHHBIX C
4eJI0BEYECKUM (PaKTOpOM.

B Takoii o00cTaHOBKE COTPYOHUKM JIOJDKHBI OCO3HAHHO COOJIOJAThH
YCTAaHOBJICHHBIE IIPAaBWJIA W  OKa3blBaTb  COJNEHCTBHE B  JCATEIBHOCTH

noJipa3esieHui TEXHUYECKON 3aIuThl HH(POPMAIIUH.

I'mokocTb cucrembl 3amuThl 11/H
[IpuHsTEIE MeEphl W YCTAHOBJICHHBIC CpPEJICTBA 3alllUThl, OCOOCHHO B

HAaYaJIbHBIN MMEPUOJI X IKCIUTyaTallid, MOTYT 00ECIIeYrBaTh KaK Ype3MEpPHBIi, TaK
U HEJAOCTAaTOYHBIA ypOBEeHb 3amuThl. Jljig obecnieyeHuss BO3MOXKHOCTU
BapbUPOBAHUSI YPOBHEM 3allIUIIICHHOCTH, CPEACTBA 3aIIUTHI JOJKHBI 00J1a/1aTh
ompeneneHHo THOKOCThI0. OCOOEHHO BaKHBIM ATO CBOMCTBO SIBJISIETCS B TEX
ClIy4asix, KOrjJla yCTaHOBKY CpPEICTB 3allUThl HEOOXOJHWMO OCYIIECTBISTh Ha
paboTarouryro  cucTeMy, He  Hapyllasg T[poliecca €€  HOPMAaJbHOTO

GyHKIHOHUPOBAHUS.
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OTKpLITOCT]: AJITOPUTMOB H MEXAaHU3MOB 3aIlIUTBI
CYTI) INpUHIOUIIA OTKPBITOCTH AJITOPUTMOB M MCXAaHN3MOB 3alllUTbl COCTOUT B

TOM, YTO 3allldTa HE JO0JDKHA OOECHEeYMBATHCA TOJIBKO 34 CUYET CEKPETHOCTH
CTPYKTYPHOH OpraHu3alil M ajJrOpUTMOB (YHKUMOHHPOBAHUS €€ TMOACHCTEM.
3HaHue aNTOPUTMOB PabOTHl CUCTEMBI 3aAIUTHI HE JAOJDKHO JIaBaThb BO3MOKHOCTH
ee mpeonosieHus (gaxke aBropam). OAHAKO, 3TO HE O3HAYaeT, YTo WH(OpMaLUs O

KOHKPETHOM CHUCTEME 3alUThI 10JKHA OBITH OOIIETOCTYITHA.

IIpocToTa npuMeHeHNsi CPeICTB 3aAINTHI
MexaHu3Mbl 3allUThl JAOHKHBI ObITh MHTYUTUBHO TOHSATHBI M TPOCTHI B

ucnoip30BaHuu. IIpuMeHeHne cpencTB 3alIUThl HE AOHKHO OBITH CBSI3aHO CO
3HAHWEM CIICLUANbHBIX S3BIKOB WMJIM C BBINOJIHEHUEM JEHCTBHUI, TpeOyrOIUX
3HAYUTENBHBIX  JOMOJHUTENbHBIX  TPyAO3aTpaT TMpu  OOBIYHOW  pabote
3apETUCTPUPOBAHHBIX YCTAHOBJIICHHBIM MOPSAJIKOM II0JIb30BATENICH, a TAKXKE HE
JOJDKHO TpeOOBaTh OT MOJIb30BATENSl BBIIIOJIHEHNS PYTUHHBIX MAJIONOHSTHBIX EMY
onepanuii (BBOJ HECKOJIbKHUX NApOJIEH U UMEH U T.[.).

JIoKHAa JTOCTUraThCsi aBTOMATH3alUsl MAaKCHUMAJIbHOIO 4YHCia JEHCTBUIM

nojbp3oBareseit u agMuHuctparopos MCITH.

HayuyHasi 000CHOBaHHOCTBH M TeXHMYECKAsl peain3yeMoCTh
NudopmarimonHbie TEXHOJIOTHH, TEXHUYECKHE W TPOTpPaMMHBIC CPEJCTBA,

CpeACTBa M Mephl 3allUThl HHGPOPMAIMU JIOJDKHBI OBITH peaiu30BaHbl Ha
COBPEMEHHOM YpPOBHE Pa3BUTHSI HAYKH U TEXHHUKH, HAYYHO OOOCHOBAHBI C TOYKHU
3peHUs TOCTUKEHUS 33aJIaHHOTO YPOBHS 0€30MacHOCTH MHGOPMAIMHM U JTOJHKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHMSIM IO O€30MaCHOCTU
IT/1n.

C3I1n momkHa ObITH OPHUEHTHUPOBAHA HA PEIICHHSI, BOBMOXHBIC PUCKH JIJIS
KOTOPBIX M MeEphl MNPOTUBOJCUCTBUSI ATUM pHCKaM MPOUUIH BCECTOPOHHIOIO

TEOPETUYECKYIO U IPAKTUUECKYIO TPOBEPKY.
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Cnenuaausanusi 1 npopeccuoHATIN3M
[Ipeanonaraer mpuBjiedYeHHE K pa3padOTKE CPEJCTB U peaTu3aluu Mep

3aUThl  WH(DOpPMAIMK  CHCIHAJIM3UPOBAHHBIX  OpraHu3aluii, Hauboiee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JI€SITEIBHOCTH 10 OOECIECUCHHIO
oe3onacHoctu [1J[H, UMEIOIIUX OMBIT MPAKTUYECKOU PabOThI U TOCYIAPCTBEHHYIO
JUIEH3UI0 Ha TPaBO OKa3aHWs yCIyr B O3TOH oOmactu. Peanmsanus
aJIMUHUCTPATUBHBIX ~MEp W  OKCIUTyaTallusl CPEACTB  3allUThl  JIOJKHA
OCYIIECTBISTHCA MPOPECCHOHAIIBHO TOATOTOBIICHHBIMU creruamuctamu OO0
«Anpranp CM».

O0s13aTEILHOCTD KOHTPOJIA
[Ipenamonaraer 00s3aTENHPHOCTh W CBOCBPEMEHHOCTHh  BBISBICHUS U

IPECEUEHUs] TOIBITOK HApYUIEHUs YCTAaHOBJIEHHBIX NPaBMJI 0OOecnedeHus
oe3onacHoctu [IJ[H Ha OCHOBE HCHOJB3YyEMbIX CHUCTEM U CPEICTB 3allUTh
uHbOpMallMl TPU  COBEPIICHCTBOBAHUU KPUTEPUEB M METOAOB  OLEHKU
3 PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTponb 3a A€SITenbHOCTBIO JIFOOOTO MOJB30BATENs, KaKIOTO CpEACTBa
3alUTHl U B OTHOLIEHHH JIFOOOTO OOBEKTA 3allUThl JOKEH OCYILECTBISATHCS Ha
OCHOBE MPUMEHEHUS CPEICTB ONEPATUBHOIO KOHTPOJIS M PETUCTPALMHA U JOJDKEH
OXBaTbIBaTh KAaK HECAHKLIMOHUPOBAaHHbBIC, TAK U CAHKIIMOHUPOBAHHBIC IEUCTBUS

OJIL30BaTEJIEH.
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6 Mepbl, MeTOABI U CPeACTBa o0ecnevyeHus1 TpedyeMoro ypoBHs
3aIlUIIEHHOCTH

ObecrieueHne TpeOyeMOro ypoBHs 3allUIIIEHHOCTH JOJKHOCTU IOCTUTAThCS
C WCIOJB30BAaHMEM MeEp, METOJOB H CpeAcTB Oe3omacHocTH. Bce Mepbl

obecneuenus 6ezomacHocty UCIIJIH noapazaenstorces Ha:
*  3aKOHOJIaTeJIbHBIC (ITPABOBHIC);

*  MOpPaJIbHO-3TUYECKUE;

*  OpraHu3alMOHHBIC (AIMUHUCTPATHUBHBIC);

*  ¢usnueckue;

*  TEeXHWYECKHUe (anmmapaTHbIC U IPOrPAMMHBIE).

3akoHoHaTeIbHbIE (IPAaBOBbIE) MEPbI 3ALIUTHI
K mpaBoBeIM MepaM 3alIMTBl OTHOCSATCS JECWCTBYIOIIME B CTPAHE 3aKOHHBI,

yKa3bl 1 HOPMATHUBHBIC aKThl, PETJIAMEHTHUPYIOIIKE MpaBuiia oopamernus ¢ I1/1H,
3aKPETUISIONIKE TIpaBa U 0053aHHOCTH YYaCTHUKOB WH()DOPMAIMOHHBIX OTHOIIEHUN
B TIpoliecce ee OOpabOTKM M HCIMOJB30BaHUS, a TaKXKe YCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 3a HAPYHICHUS O3THX TPaBHJ, MPEHATCTBYS TEM CaMbIM
HENPaBOMEPHOMY HWCIoJIb30BaHW0 [IJ[H W  sBISAIOIUECS  CIEPIKUBAFOIIAM
(bakTOpOoM JIJIsl IOTEHITUATBHBIX HAPYIITHTEIICH.

[IpaBoBbIE Mephl  3alIUTHI  HOCAT B  OCHOBHOM  YIPEKIAFOIIHM,
MPOPIITAKTHIECKUI XapaKTep U TPEOYIOT MOCTOSIHHON Pa3bICHUTEILHON pabOTHI C

IIOJB30BaTCIIsIMU U O6CJ'Iy>KI/IBaIOH_II/IM IEpCcoHaIOM CUCTCMBIL.

MopaJibHO-3THYEeCKHE MepPbl 3a1UThI
K MOpanpHO-3TMYECKMM MEpaM OTHOCATCS HOPMBI IIOBEIECHUS, KOTOPBIE

TPAJULIUOHHO CIOXKWINCh WM CKJIaAbIBAIOTCS MO Mepe pacrpocTpaHeHus 9BM B
CTpaHe€ WM OOmecTBe. OTH HOPMBI OOJBIIEH YacTbl0 HE  SBISIOTCS
00s3aTeNbHBIMU, KAaK 3aKOHOJATENbHO YTBEP)KIECHHbIE HOPMATHUBHBIE aKTHI,

OJIHAKO, WX HECOOJI0JICHHE BeleT OObIYHO K MaJCHUI0 aBTOPHUTETA, MPECTHKa
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YeJIoBeKa, TPYIIIbI JIML WK OpraHu3aiuu. MopalbHO-3THYECKHE HOPMBI OBIBAIOT
KaK HenucaHble (HanpuMep, OOLIeNpru3HaHHblE HOPMBbI YECTHOCTHU, IATPUOTU3MA U
T.I.), TaK U MHCaHBIE, TO €CThb O(hOPMIICHHBIE B HEKOTOPBIN CBOJ (yCTaB) MpaBUII
WY TIPEATNIMCAHNMN.

MopanbHO-3THYECKHE MEpbl 3allUThl SIBISAIOTCS NPOPUIAKTUYECKUMH U
TpeOYIOT MOCTOSIHHOM palbOoThI 10 CO3AAHUIO 30POBOIO MOPAJIBHOIO KJIMMara B
KOJUIEKTUBAxX IOApa3ieieHuid. MOpaJIbHO-ITUYECKUE MEpbl 3alUTHl CHUXKAIOT

BCPOATHOCTL BOSHHUKHOBCHHSA HCTATUBHBIX JICUCTBHUM CBSI3aHHBIX C YEIOBCUYCCKUM

dbakTopom.
OpranuzanmoHHbie (AAMUHUCTPATHBHbIE) MEPbI 3aIIIUTHI
OpraHu3aluoHHble (aJMUHUCTPATUBHBIE) MEPBI 3aIUTBI - 3TO MEPHI
OpraHU3alMOHHOTO Xapakxrepa, periiaMeHTUPYIOIIHE MPOLIECCHI

dbyukimonupoBanus WMCII/IH, ucnons3oBanue pecypcoB MCIIJIH, aesTensHOCTD
00CITy’KMBAIOIIET0 MepPCoHaja, a TaKKe MOPSAIOK B3aUMOJICHCTBUS MOJIb30BaTeNIeH
¢ UCII[n Takum oOpa3om, 4TOObl B HaWOONbBIIEH CTENEHU 3ATPYAHUTH WIU
UCKJIIOYUTHh BO3MOXKHOCTh peai3allii yrpo3 O€30MacHOCTH WU CHU3UTH pa3Mep
NOTEPH B CIIy4ae UX peaju3alyi.

['maBHass uenb aIMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
uHdopmarmonHoir O6e3omacHoctu [IJ[H (oTpakarolryro MOAXOABI K 3allUTe
uH(popMaIuu) U 00ECIICUUTh €€ BBIITOJHEHHE, BB HEOOX0IUMbIE PECYPCHI U
KOHTPOJIUPYS COCTOSIHUE JIETT.

Peanuzanus [lomutuku undopmanmonnoit 6e3onacHoctu [1[In B UCIT/H
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPraHU3aIl[MOHHBIX (MPOIEAYPHBIX)
Mep 3aluThl UHQOpMAITUK.

K agMHHHCTpaTMBHOMY YypOBHIO OTHOCSATCS pEUIEHUS PYKOBOJCTBA,
3atparuBatomue aearenbHoctb UCII/IH B nenomM. OTU pelieHus 3aKperuisitoTcs B
[Tomutuke wHOpMaImoHHOW Oe3omacHoCTU. [IpumMepoM Takux pemieHud MOTYT

OBITh:
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NPUHATHE pemeHUus O (POPMUPOBAHWU WM TEPECMOTPE KOMILICKCHOM
nporpamMmbl obecnieueHus 6e3onacHoct [1/H, onpeneneHe 0TBETCTBEHHBIX
3a ee peaan3aluio;

dopMmynupoBaHuEe IieNiel, TOCTAHOBKA 3a]a4, ONpPEACICHUE HaIpaBICHUN
JesITeIbHOCTH B 0bnacT 6e3onacHocty [1]1H;

NPUHATHE PEIICHWA 10 BOMPOCAM peau3allid MPOorpaMMbl 0€30MacHOCTH,
KOTOpbIe paccMmarpuBaroTcs Ha ypoBHe OO0 «Anbsraup CM» B 1esom;
obecrieueHre HOPMATUBHOM (ITPaBOBOI) 0a3bl BOIIPOCOB OE30MACHOCTH U T.II.

[TonmuTuka BEepXHEro ypoBHS JOJDKHA YETKO OYEPTUTh Cepy BIUSHUSA U

OTPaHUYCHUS TIPU ompesesaeHuu 1eneit 6esomacHoct [1JIH, onpenenuTs KakuMu

pecypcamu (MaTepHalbHBIC, TIEPCOHAT) OHU OYIyT JTOCTUTHYTHI U HaWTU

pPa3yMHBI KOMIIDOMHUCC MEXAYy MpPUEMIIEMbIM YPOBHEM O€30IaCHOCTH H

dbynkunonansHoCTHI0 UCITIH.

Ha opraHn3animoHHOM ypOBHE ONPEACISIOTCA MNPOUEAYpbl W IIpaBuia

JOCTHKEHHUS 1iesield u pemenus 3aaa4 [lomutuku nuapopmManmonHoi 6e30macHOCTH

[T/TH. OTn npaBuiIa ONPENEISAIOT:

KaKkoBa 00J1aCTh IPUMEHEHUS MOTUTHKH Oe3omacHocTH [1/H;

KakKOBbl PpPOJIUM H 00s3aHHOCTH JOJDKHOCTHBIX JIMII, OTBCYAKOIIHC 3a
IMPOBCACHUC TIOJIMTUKH 0e301acHOCTH HHH, 4 TaKKC HX YCTAaHOBHUTDH

OTBETCTBEHHOCTD;
KTO UMeeT npasa pocryna K [1/1H;
KaKUMU MEpaMu U cpelicTBamMu obecnieunBaetcs 3amuTa [1/1H;

KaKnMHU MCpaMH U CPCACTBAMHU oOecrneunBaeTcs KOHTPOJIb 3a CO6J'IIOI[CHI/ICM

BBEJICHHOT'O peX1Ma 0€30MacHOCTH.

OpFaHI/IBaHI/IOHHBIC MCPLBI JOJIDKHBI:
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npeaycMaTpuBaTh perjiaMeHT UH()OPMAIMOHHBIX OTHONICHUH,
UCKJIIOYAIOIINX  BO3MOXHOCTh ~ HECAHKIIMOHMPOBAHHBIX  JECUCTBUU B

OTHOIIICHUHU 00OBEKTOB 3alllnTHhI;

ONPENCIATh KOAJUUHUOHHBIE WM HEPAPXUYECKUE MPUHLUHUIBI W METOJbI
pasrpannyeHus nocrtyna k I[TJ1H;

OmnpeneNsaTh MOPSAOK paboThl €  NPOrpaMMHO-MAaTEMATUYECKUMH U
TEXHUYECKUMHU (ammapaTHbI€) CPEACTBAMU 3alIUThl W KPUNTO3ALIUTHI U

APYTIUX 3allIUTHBIX MCXAaHU3MOB,

oprann3oBatb Mepbl npotuBozaeiicTBus HCJ| monbp3oBaTensiMu Ha 3Tamax
ayTeHTU(PUKaLlUM, AaBTOpU3AlMHU, HJICHTUPUKAUKUHU, OOECIEeUUBAIOIINX
rapaHTuu  peajau3aluyd  IpaB U OTBETCTBEHHOCTH CyOBbEKTOB

MH(OPMAIMOHHBIX OTHOIICHH.

OpFaHI/IBaHI/IOHHBIC MCPBI JOJZKHBI COCTOSATh U3!

pernamenTa gocryna B nomemenus UCII/x;

MOpsJIKa JOMYCKa COTPYAHUKOB K MCHoJib30BaHUIO pecypcoB UCIIIn OO0
«Anpranp CM»;

perJamMeHTa TpOLECCOB BeAeHHs 0a3 JaHHBIX M OCYIIECTBICHUS
MoauduKau HHPOPMAITMOHHBIX PECYPCOB;

periJamMeHTa MpoLeccOB OOCTYKMBAaHUS W OCYUIECTBICHUS MOAU(PUKAIUU
anmnapaTtHbIX ¥ nporpamMmMHubIx pecypcoB UCII/IH;

uHcTpykiuit  nonb3oBatenet  MCII[An  (agmunuctparopa  UCII/H,
aaMUHUCTpaTopa 6e3onacHoctu, oneparopa UCII/IH);

WHCTPYKIMU TOJIb30BaTelIs IPU BOZHUKHOBEHUHU BHEIUTATHBIX CUTYALIH.
WHCTPYKIUU 10 pa3MEIICHHI0, 000PY/IOBAaHUIO U OXpaHE MOMEIICHUH, Te
XpaHATCS NMEePCOHAIbHBIE JTaHHbIC, IO XPAHEHUIO MEPCOHAIBHBIX JAHHBIX Ha
OYMa)KHBIX HOCUTENSIX U MOPSAJIKY pabOThl UCTIOJHUTENEH ¢ MEPCOHATIbHBIMU

JaHHBIMH Ha 6YM8,)KHBIX HOCHUTCIIAX I/IH(l)OpMaI_II/II/I.
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dusnueckune MEPLI 3alIUThI
duznyeckue MCPBEI 3alllUTbl OCHOBAHbBI Ha IIPUMCHCHHH pPa3sHOro poJa

MEXAHUYECKUX, ANEKTPO- WM IJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB H
COOPY)KE€HMM, CIEUUaJbHO TMPEJHA3HAYEHHBIX JUIS CO3JaHusl  (PU3MYECKHUX
MPEMATCTBUN Ha BO3MOXHBIX IMYTSIX MPOHUKHOBEHUS W JIOCTyNa MOTEHIIMATbHBIX
HapyIIUTEIeH K KOMIIOHEHTaAM CUCTEMBI U 3alllUIaeMoil MHGOpPMAINH, a TaKKe
TEXHUYECKUX CPEACTB BU3YyaJIbHOTO HAOMIOJAEHUS, CBSI3M W  OXPaHHOU
CUTHAJIN3ALINH.

duznueckas 3alMTa 3JaHWN, TOMEIICHUH, OOBEKTOB H  CPEACTB
uH(popmMaTH3aIuu TOJKHA OCYILECTBIISITHCSA IyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIMX IOCTOB OXPAaHbI, C MOMOIIBK0 TEXHUYECKUX CPEICTB OXPaHbI
WIM JIOOBIMU JPYTUMHU CHOcO0amu, MNPEAOTBPAINAIOIMIMMUA WIH CYIIECTBEHHO
3aTPYIHSIONMMA TPOHUKHOBEHUE B 3JaHHE, MOMEIICHUS IMOCTOPOHHUX JIMII,
XUIICHHEe WHOOPMAIMOHHBIX HOCUTEICH, caMUX CpeACTB HH(pOpMaTHU3aINH,
UCKJTIOYAIOIUMH HAXOXKJICHUE BHYTPU KOHTPOJIUPYEMOM (OXpaHsSeMOii) 30HbI

TCXHUYCCKUX CPCACTB Pa3BCAKU.

AnmnapatHo-nporpamMMHubie cpeacrsa 3amuTol [1/1H
TexHuyeckue (ammapaTHO-MIPOTPAMMHBIE) MeEphl 3alllUThl OCHOBAaHBI Ha

WCIIOJIB30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPONCTB M CHELUAIBHBIX MPOTrPaMM,
Bxoaswmx B coctaB MCII/IH 1 BRIMOJHSIONUX (CAMOCTOSITEILHO UJIN B KOMIUIEKCE
C IPYTHMMH CPeJACTBaMM) GYHKIIUH 3alUThl (MACHTU(PUKAIIUIO U ayTeHTHU(PUKALIUIO
MOJIB30BATENICH, pa3TpaHUYCHUE JOCTYyIMa K pecypcaM, PEerHUCTPAIfio0 COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTie nHpOpMauu u T.1.).

C ydyeToM Bcex TpeOoBaHUM U MPUHIUTIOB obecrieuenus Oe3omacHoctu [1/]x
B MCII/IH mo BcemM HampaBJICHUSAM 3alIUTHl B COCTAB CUCTEMBI 3aIUThI JOJKHBI

OBITh BKJIFOUEHBI CJICTYIOIINE CPE/ICTBA:

*  cpenacTsa uJeHTUUKAITT (ormo3HaBaHMs) 17} ayTeHTU(PUKALIMU

(moATBep KICHUS MOTMHHOCTH ) Ttosk3oBareneit UCII/IH;
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CpencTBa pasrpaHUYeHHUsl JOCTyNa 3aperuCTPUPOBAHHBIX IOJb30BaTeNeh

cucteMsl k pecypcam UCITIn OOO «Anpranp CMy;

cpeacTBa obOecrneueHUsT M KOHTPOJS IEOCTHOCTH MPOrPaMMHBIX |
UH(GOPMAIIMOHHBIX PECYPCOB;

CpEJICTBA ONEPATUBHOIO KOHTPOJISI U PETUCTPALIUN COOBITUI O€301MacHOCTH;

Kkpunrorpaduueckue cpeactaa 3amutsl [11H.

Ycnennoe MNPUMCHCHUE TCXHUYCCKUX CpPCACTB 3alllUTbl Ha OCHOBAHHHU

NPUHUUINOB (pa3nesl 5) MpeArnoJiaraeT, 4To BHIITOJTHEHUE MEPEYUCICHHBIX HUXKE

TpeOOBaHMI 00ECTIEYeHO OPTaHMU3AIMOHHBIMU (AAMUHUCTPATUBHBIMHU) MEPaMU U

HCII0JIb3YyCMbIMHA (1)I/ISI/I‘I€CKI/IMI/I cpeacTBaMu 3alllMThI:

obecnieyeHa (pusnyeckas 1eI0CTHOCTh Becex komnoHeHT UCTTH;

Kbl cotpyaHuk (monb3oBarenb WCII[H) uiu rpynma moJib3oBatesien
MMEET YHUKAJIbHOE CHUCTEMHOE HMS U MHHUMAJIBbHO HEOOXOJUMBIC ISt
BBITIOJIHEHUSI MM CBOUX (YHKIIMOHAIBHBIX OOSI3aHHOCTEH MOJHOMOYHUS IO
JIOCTYITY K pecypcaM CUCTEMBI;

B UCIIIx OOO «Anpraup CM» pa3paboTka U OTJIaJKa MPOrpamMm
ocymiectpisieTcs 3a npeaenamu MCIT/IH, Ha UCTIBITATEIbHBIX CTECHAX;

BCE HU3MEHEHUS KOH(PUTYpallMM TEXHUYECKUX M MPOTPAMMHBIX CPEACTB
NCIIJIH mpou3BOASTCA CTPOr0 YCTAHOBJIECHHBIM MOPSAKOM (PErUCTPUPYIOTCS
U KOHTPOJUPYIOTCSA) TOJIBKO Ha OCHOBAaHWU PACIOPSHKEHHN PYKOBOJCTBA
00O «Anbraup CM»;

cereBoe 000pyioBaHUE (KOHIIEHTPATOPhI, KOMMYTATOPhI, MAPIIPYTU3aTOPHI U
T.II.) pacmojiaraercss B  MECTaX, HEAOCTYNHBIX JJIsi I[OCTOPOHHUX
(cenuanbHbIX TOMENIEHUX, IKadax, u T.11.);

ciennamctaMmn  OOO  «Asbraup CM»  OCyLIECTBISETCA HENPEPHIBHOE
yIpaBJICHUE U aJIMUHUCTPATUBHASA TOJJIEPKKA (PYHKIIMOHUPOBAHUS CPE/ICTB

3aIIUTHI.
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7 Kourpoas 3¢pdexrunocru C3I11In

Kontpons addexktuBnoctn  C3II[IH  momkeH  ocCyliecTBiseTcs  Ha
nepuoanueckoi  ocHoBe. llenpto  KOHTposns  3PPEKTUBHOCTH  SIBISIETCA
CBOEBPEMEHHOE  BBISBICHHWE HEHaIeKamux pexumoB  paborel  C3I1JIH
(OTKIIIOUEHHE CpENCTB 3aILNTBHIL, HapylIeHUE PEKNMOB 3aIUTHI,
HECAHKIIMOHUPOBAHHOE WM3MEHEHUE peXKHUMa 3allUThl MU T.0.), a TaKke
IIPOTHO3UPOBAHUE W TPEBEHTUBHOE pPEArMPOBAHHE HA HOBBIE  YIPO3bI
oe3omacHoctH I1/1H.

KoHTposib MOXET NpOBOAMTHCS KaK aJIMHHHCTpATOpaMu Oe30MMacHOCTH
NCIIAn  (omepaTWBHBIA  KOHTPOJb B  mpoiecce  HUHGOPMAIMOHHOIO
B3aumojiericteuss B MCIIJIH), Tak © TMpUBIEKaeMbIMH [JIsI 3TOM LIEJHU
KOMIETEHTHBIMUA  OpraHU3alysiMH, HWMEIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum m ®Cb Poccum B mpepenax ux
KOMIETEHIIUH.

KOHTpOIb MOXKET OCYIIECTBIATHCS aAMUHUCTPATOPOM OE30MACHOCTH KaK C
MOMOIIBI0 IITAaTHBIX CPEACTB cucTeMbl 3amuThl [[/[H, Tak U ¢ TOMONIBIO
CIIeIMAIbHBIX MPOTPAMMHBIX CPEJICTB KOHTPOJISL.

Onenka 3¢ dexTuBHOCTH Mep 3amuThl [1J[H MPOBOAUTCS C UCTIOIB30BAHUEM
TEXHUYECKUX W MPOrPAMMHBIX CPEACTB KOHTPOJISA Ha MPEAMET COOTBETCTBUSA

YCTaHOBJICHHBIM Tp€6OBaHI/I$[M.
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8 Cdepnl oTBeTCTBEHHOCTH 32 Oe3omacHocTh I/ H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJIb HaJ oOecledyeHHeM
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX sBIsieTca pykoBoaAcTBO OO0 «Anbraup
CM». PykoBoauTenb MOXKET AEJIErupoBaTh YaCTh MOJHOMOUYUN MO 0OECIICUEHHIO
0€30I1acCHOCTH MEPCOHANBHBIX JaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOJUTENSI  BKJIIOYAET  CJEIYIOLIUE
HarpaBieHus odecrieueHus 6ezonacuoctu [1][H:

*  [InanupoBanue u peanuzauus Mep no oodecnedeHuto 6ezonacHoctu I1/1H;

*  Amnamus yrpo3s 6e3onacnoctu [1/]H;

*  PazpabGotky, BHeapeHHE, KOHTPOJIb WCIOJIHEHUS U TMOJJIEpKAaHUE B
AKTyaJlbHOM COCTOSIHUM TIOJIMTHUK, PYKOBOJCTB, KOHIIEILHM, MPOLERYP,
pPEriIaMeHTOB, MHCTPYKIMH W JPYrUX OPraHU3alMOHHBIX JOKYMEHTOB IO
obecrieueHnto 0e30MacHOCTH;

*  OOyuenue u nunpopmupoBanue nonbzopateneit UCIIIH, o mopsiake paboThI C
[1JI1 u cpencTBaMu 3aIlUTHI;

e IlpenorBpaiieHnue, BBISBICHUE, PEATUPOBAHUE U PACCICAOBAHUE HAPYILLICHUU
oe3onacuoctu [1/1H.

[Ipn B3aMMOAENCTBUM CO CTOPOHHMMH OPTaHU3ALMSIMU B ClIydasX, KOrja
COTPYJIHUKAM 3THX OpPraHM3alMil MPeIoCTaBIACTCA AOCTYN K OOBEKTaM 3alllUThl
(pazzmen 3), ¢ ATUMHU OpraHU3alUsIMU JOHKHO ObITh 3akitodeHo «CoriameHue o
KOHQUACHIMATBHOCTHY, JMOo  «Cornamende O  COONIONCHUH  PEeXHUMa
oe3onacHoctu [1/In mpu BeimosHenun padot B MCII[Au». IlogroroBka TUMOBBIX

BAPHAHTOB 3TUX corjiameHui ocymectsisiercss opuctamu OO0 «Anbraup CMp».
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9 Mopaenb HapymiuTeass 6€30MacHOCTH

[Tox napymmrenem B OO0 «Anpraup CM» nmoHHMaeTcs JMIO, KOTOPOE B

PE3YIBTATC YMBINUJICHHBIX WJIM HCYMBIIIJIICHHBIX I[CﬁCTBHﬁ MOKCT HAHCCTH YH.ICp6

00BEKTAM 3aIUTHL.

Bce HapymuTCIIN ACIIATCS Ha ABC I'PYIIIIbI:

BHEIIHHE HAPYIIUTENIN — GU3NYECKUE JINIIA, HE UMEIOIIHE MpaBa MpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B MPEAEIAX KOTOPOU pa3MeEmacTcs
obopynoanue UCII/H, a Taxke xpanstcs [1/[H Ha OyMaXXHBIX HOCUTEISIX;

BHYTPEHHHUE HapyUIUTENIN — (PU3NUYECKUE JIUI[A, UMEIOLIUE TPaBo NpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B IPEAENIaX KOTOPOW pa3MeIaeTcs
obopynoanue UCII/IH, a Takxke xpanarcs [1[]n Ha OyMakKHBIX HOCUTEIISX.

Knaccudukanusa  HapymwuTeneid  mpencraBieHa B Mojaenu  yrpos

0e30IMacHOCTH MNEPCOHAJIbHBIX JaHHBIX.
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10 Moaeas yrpo3 6e30MacHOCTH

Hnsa UCITIHH OO0 «Anbraup CM» BBIACISIOTCS CIAEAYIOLIME OCHOBHBIE

KaTeropruu yrpos 0e301acHOCTH MNEPpCOHAJIBHBIX JaHHBIX!

YTrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHalaMm.

VYTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYNa K HHPOPMAIUH.

Yrpo3sl yHUUTOKEHUS, XulieHus: annaparabix cpeacts MCIIH HocuTeneit
uHdopmaiuu nyrem gusznyeckoro goctymna k anementam UCIIH.

Yrpo3sl XULIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(PUKALIIH W
OJIOKUpOBaHUsI HMHPOpPMALMU 32 CYET HECAHKIMOHUPOBAHHOTO JOCTYyIa
(HCH) c mpumeHeHueM MporpaMMHO-aNNapaTHbIX U MPOTPAMMHBIX CPEACTB
(B TOM yuCIe MPOrPaMMHO-MAaTEMAaTUYECKUX BO3JIEUCTBUM).

Yrpo3bl HE TMPEIHAMEPEHHBIX JEHUCTBUM II0Jb30BATEIIEM W HAPYLICHUU
oe3onacHoctu dyakuuonupoanuss UCIIIn u C3II[n B ee coctaBe m3-3a
cb0eB B MPOrpaMMHOM OOECIEYeHHH, a TaKXKe OT Yrpo3 HEaHTPOIOTE€HHOTO
(cOoeB  ammaparypbl ~ M3-32  HEHAJEXKHOCTH  JJIEMEHTOB,  COOEB
ANEKTPONUTAHUS) U CTUXUUHOTO (YyIapOB MOJIHUH, MOXKApOB, HABOJHEHUN U
T.Il.) XapakTepa.

YTrpo3bl IpeIHAMEPEHHBIX 1EUCTBUN BHYTPEHHUX HAPYILIUTEIIEH.

YFpO3I)I HCCAaHKIIHOHWPOBAHHOTO JJOCTYIIA 11O KaHaJIaM CB3H.

Omnucanue YIpo3, BEPOATHOCTh UX pCaJIN3al[MU, OITACHOCTb U aKTyaJIbHOCTDH

npcacTaBjJICHbI B ((MOI[GJ'H/I yrpos 0e3011acHOCTH IICPCOHAJIBHBIX JAHHBIX B

NCIIIn».
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11 Mexanusm peanusanuu [los1oxenus

Peasmmzanms  IlomoxkeHnss — momKHA  OCYLIECTBIIATBCA ~ HAa  OCHOBE
NEPCHEKTUBHBIX MPOTPaMM U TUIAHOB, KOTOPBIE COCTABJISIIOTCS HA OCHOBAHUH U BO
UCIIOJTHEHHE:

*  (enepanbHbIX 3aKOHOB B oOjacTu oOecrieueHus HH(MOPMAITMOHHOM
0€30MMacHOCTH U 3alIUTHl HHPOpPMAIUH;

e nocranosienuu [IpaBurenscrea Poccuiickonn denepanuu;

*  PYKOBOISIIWX, OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX W  METOJAMYECKUX
nokyMeHnToB ®CTIK Poccuu;

 motpebnocteit UCIIJlHn B cpemctBax obecrmeueHus O€30MaCHOCTH

uHpopMaruu.
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12 Iopsaaok padoTsl ¢ NEPCOHAIBHBIMY JAHHBIMHU COTPYAHMKOB

Oo6s13anHOCTH padoToaaTe s

B nemsx ucnonHeHus TpeboBaHMii 3akoHOAaTeNbcTBa PO mpu oOpaboTke
MEePCOHANILHBIX JaHHBIX, BCE PAOOTHUKUA YUPEKIACHHUS JIOJDKHBI HCTIOJIHSATH
YCTaHOBJICHHBIN NOPSAJIOK PAOOTHI:

PaGoTta ¢ mepcoHanmbHBIMU JaHHBIMH PAOOTHUKOB JIOJDKHA HE HAPYIIATh
TpeOoBaHMii 3akoHOjaTenbcTBa P® M JIOKaNbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliu, U JOJKHA ObITh HEMOCPEACTBEHHO CBsI3aHA C OCYIIECTBICHUEM UMU
CBOMX TPYAOBBIX (DYHKLIHUH.

IIpu cOope u 00paboOTKe MepCOHATBHBIX AaHHBIX paOOTHHKA paboTOoaTEINb
NOJbKEeH pykoBonactBoBaTbess Koncturyumen P®, TpynoseiM koxexkcoM PO wu
UHBIMU (peiepaTbHbIMU 3aKOHAMH.

[lepconasibHble JaHHBbIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJBKO
HENOCPEACTBEHHO y Hero. Eciu st 00paboTKK €ro AaHHBIX WM UX MOJIyYeHUs
NPUBJIEKAETCA TPEThbU JIMIA, TO PaOOTHUK JOJDKEH JaTh MPEIBAPUTEIBHOE
NUChMEHHOE coriacue Ha 3T0. OJHOBpEMEHHO pabOTHUK JIOJDKEH OBITh
yBEIOMJIEH O IeJisIX cOopa MH(pOpMalLMU, HCTOYHUKAX €€ IMOJIyYEHHUs, a TaKXKe O
NOCJIEICTBUSIX OTKa3a OT MPEIOCTaBICHUS MHUCbMEHHOTO corjacusi Ha cOop
uHdopMaIuu.

[lepconasibHble AaHHBbIE PAOOTHHUKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX U
UHBIX YOEXKJIEHUAX, YACTHOM KU3HMU, & TAKXKE WICHCTBE B OOLIECTBEHHBIX U
po(COIO3HBIX OpPraHM3alMIX HE MOJJIeKaT cOOpy opraHHu3alUeil, eciu UHOe He
IPELYCMOTPEHO 3aKOHOJATEIBCTBOM.

3amuTa TMEepPCOHAJbHBIX JAHHBIX pabOOTHUKA JOJDKHA OO0EecreunBaThCs
MOJIHOCTBIO 32 cUeT paboToaaTels.

VYupexxnenue npu npueme Ha padoTy, a TakKe MpU JIFOObIX M3MEHEHUSIX
npaBuil pabOThl C MEPCOHATBHBIMH JAHHBIMU O0S3aHO MUCBMEHHO 3HAKOMHTbH C

HUMH BCEX paOOTHUKOB.
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YupexneHrne He UMeeT MPaBo MPUHYKIATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTy IICPCOHAJIbHBIX JaHHBIX.

O0s13aHHOCTH PAa0OTHHKA
PaborHuk 00s13aH:
[lepenate paboTomaTen0 BCe TMEPCOHAIBHBIC JaHHBIC, YKa3aHHBIC B
COOTBETCTBYIOIIMX JOKYMCHTAX.
B ycraHOBIIGHHBI mpaBWJIaMH CPOK C€OOOIIaTh paboTojaTeNo 00

N3MCHCHNH CBOUX IICPCOHAIbHBIX TaHHBIX.

Ilepenaua nepcoHaTbHBIX JAHHBIX
Jlnst opraHuzanuu nepeAadu (pacrnpoCTpaHEHHUs) MEPCOHATIBHBIX JIaHHBIX

COOJII0JIAI0TCS CIIEYIONIUE YCIOBUSL:

—  bBepercs mucemeHHoe coriacue paboTHHMKa Ha 00pabOTKy MEepCOHATbHBIX
JaHHBIX, Pa3peUICHHBIX JJI pacHpOCTpaHEHUs, 0GOPMIIIETCSI OTIAEIbHO OT
JIpYruX corjacuii Ha 0OpabOTKy €ro MepCOHANbHbIX JaHHBIX. [Ipu 3TOM
COONIONIAtOTCSL  YCJIOBHS, MPEAyCMOTpPEHHbIE, B yacTHOCcTH, cT. 10.1
®enepanbHOro 3akoHa ot 27.07.2006 N 152-®3 "O nepcoHaNbHBIX JaHHBIX'.
TpebGoBanust K  COJAEP)KAHUIO TAKOrO  COIJIacHS  YCTaHABJIMBAIOTCS
YIOJIHOMOYEHHBIM OpPraHOM M0 3alllUTe MpaB CyOBEKTOB IEPCOHAIBHBIX
TaHHBIX.

—  IlucemenHoe corjacue Ha 00pabOTKY MEPCOHATBHBIX JAHHBIX, Pa3pEIICHHbBIX
JUIS pacipoCTpaHeHUs], pabOTHUK MpenocTaBiisieT PaboTonarento IMYHO.

—  PabGoronarens 00s3aH HE MO3HEE TPEX PadOUMX THEM C MOMEHTA MOJTyUYEHUSI
YKa3aHHOT'O COTJIacusl OIyOJIMKOBaTh MHPOPMALIUIO 00 yCIOBUAX 00pabOTKH,
0 HaJIM4MU 3alpeTOB U YCIOBUN HA 00paOOTKY HEOIPAaHUUYEHHBIM KPYTOM JIHI]

ICPCOHANIBHBIX JAHHBIX, PA3PCHICHHBIX JJIA paCIIpOCTPaHCHUS.


https://login.consultant.ru/link/?req=doc&base=LAW&n=439201&date=04.07.2023&dst=34&field=134
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— Cormacue Ha o00paOOTKy TMEpPCOHANBHBIX MJAHHBIX, PAa3pPEIICHHBIX IS
pacrpocTpaHeHHsl, TPEKpaniaeT CBOE ACHCTBHE C MOMEHTa TMOCTYIUICHHS

Paboronarento TpeGoBaHuMs.

[Ipu ocymiecTBIeHUN TMepenayd MEPCOHAJBHBIX JaHHBIX PaOOTHUKOB

TPETHUM JIHIaM paboTOIaTENb 00sI3aH:

— He cooOmaTek NepCOHaJbHbIE JaHHbIE O€3 IOJyYeHHOIO0 HHCbMEHHOIO
cormacusi  paboOTHHMKA, KpoMe CIy4aeB, KOrJa Takue OOS3aHHOCTH
YCTaHOBJIEHBI 3aKOHOAATEIbCTBOM;

—  He mepedaBaThb NEPCOHAIbHBIC JAaHHbIE PAOOTHHKA IS HCIOJb30BaHUS B
KOMMEPUYECKHX LETISIX;

—  TpeboBaTh OT TPETHUX JIUI COOJIIOJICHHS MPaBUJI PabOTHI C TEPCOHATBHBIMU
JaHHBIMH, a TakXKe MPEIOCTABICHUSI MHUCbMEHHOTO IOJTBEPKICHUS
UCTIOJIb30BAaHUSl TEPCOHANBHBIX JaHHBIX B TMOPSAKE, MPETyCMOTPEHHBIX
HACTOSIINM TOJ0KEHHUEM O 3aIlIUTe MEPCOHANBHBIX JTaHHBIX;

—  JaBaTh JOCTYyNl K TEPCOHAJIbHBIM J@HHBIM TOJIBKO JIMIIAM, HMEIOIIUM
COOTBETCTBYIOIIMH JOMYCK M HCHOJB3YIOIUX HMX TOJBKO JUIS BBIIOJHEHUS
KOHKPETHBIX ITOJIHOMOYHH;

— He wuctpeboBaThb HH(MOPMALMIO O COCTOSHUU 3/I0pPOBbs pabOTHHKA, 3a
UCKJIIIOYCHHEM JaHHBIX, KOTOpbl€ MOTYT TMOBIUATH HAa HUCIHOJHEHHUE

PabOTHUKOM CBOMX TPYJOBBIX 00sI3aHHOCTEM.

3amuTa nepcoHAJbHbIX JAHHBIX PA0OTHHKA

B pamkax peanuzauumud mNyHKTOB Hacrosiuiero Ilomoxenuss o 3amure

IICPCOHAJIBHBIX JaHHBIX pa6OTHI/IKOB, PYKOBOJUTCIIb YUPCIKACHUS U3JACT IIPHUKA3 O

Ha3HAYEHWW JIMIa, OTBETCTBEHHOIO 3a COOJIOJICHHE Topsaka paboThl ¢
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MIEPCOHAILHBIMU JAaHHBIMH Pa0OTHUKOB, HA KOTOPOM JIEKAT BCE OOS3aHHOCTH TIO
obecrneueHni0 KOHPUACHIINAILHOCTH MOJYICHHBIX JaHHBIX, a TAKKE OPTaHU3aIHH
pabOThI C HUMH.

[Tepenada mHbOpMAIIN TPOUCXOAUT TOJHKO B MHUCBMEHHOM BHJIE. 3ampoc
JIOJKeH OBITh CJeNaH B MUCHhbMEHHOM BHJIE C YKa3aHHEM BCEX PEKBU3HUTOB JIHIIA,
3amparuBaoiniero nHpopmanuo. OTBET MODKEH OBITH CIeinaH Ha (pUpMEeHHOM
OJIaHKe YUYPEXKJCHUS U OTIPABJICH JUOO KyphepCKOW CIIy:kO00M, JIMOO 3aKa3HbIM
MTUCHMOM.

Bce monyueHHblEe mepcOHANbHBIC JaHHBIC TOJDKHBI XPAaHUTBCS B MECTE,
UCKJTIOYAIOIIEM HeCAaHKIIMOHUPOBAHHBIX TOCTYI TPEThUX JIHII.

DNeKTpOHHBIC HOCHUTENW WHQGOPMAIMK, JOJDKHBI OBITh  3allUIICHBI

KpUNTOrpadUueCKUMH CPeICTBAMHU 3aIIUTH HH(OPMAIIH.

OTBeTCTBEHHOCTD 32 pa3rJalieHne HHPoOPMALUK, CBA3AHHOM ¢

MNEPCOHAJIbHBIMHU JAHHBIMHA paﬁoTHnKa

Jluua, mpu3HaHHbIE BUHOBHBIMH B HAapyIIEHWU TPEOOBAaHUN HACTOSIIETO
[TonoxkeHuss O 3alUTe MEPCOHANBHBIX JAaHHBIX PAOOTHUKOM, MPUBIEKAIOTCS K
JUACHUILIMHAPHOM, AIMMHUCTPATUBHOW, TI'PAXKIAHCKO-IIPABOBOW M  YIrOJIOBHOMU
OTBETCTBEHHOCTH, B MOPSAKE, NPEAYCMOTPEHHOM 3aKOHOAATENLCTBOM PO u

JIOKAJIbHBIMH HOPMATHBHBIMH dKTaMMH.
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13  Ilopsaaok padoTsl ¢ NEPCOHAIBHBIMYI JAHHBIMU KOHTPAT€HTOB U
CTY/ICHTOB

IHopsimok mosryuyeHus 1 00padOTKH NMEPCOHAIbHBIX JAHHBIX
KOHTPAreHTOB U CTY/I€HTOB

ITon  oO6pabGotkoit  II/lH  moOHMMaeTcs  TOJIydeHHE,  XpaHEHHE,
KOMOMHUpPOBaHUE, Mepelaya Wik JII000e IpYyroe MCHOJb30BaHHE MEPCOHATbHBIX
JAHHBIX KOHTPAareHTOB U CTY/ICHTOB.

PaboTa ¢ nmepcoHaIbHBIMU TAHHBIMU KOHTPAreHTOB M CTYJIEHTOB JIOJKHA HE
Hapymath TpeOoBaHUI 3aKoHOaTeNbcTBA PD U JI0KaIbHBIX HOPMATUBHBIX AKTOB
OpraHU3aLMH.

Hcnonb3oBaHre NEPCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO B COOTBETCTBHUHU
C LEJSIMHM, ONpPEACNIMBIIMMHU HX NoJiydeHue. [lepcoHanbHbIE JaHHBIE HE MOTYT
OBITh MCIOJIB30BAHBI B IEJISIX MPUYUHEHUS UMYIIECTBEHHOTO U MOPAJIbHOTO Bpe/ia
rpakJaHaM, 3aTpyAHEHHUs peanu3aluuu IpaB U cBoOOJ TpaxnaH Poccuiickoi
benepanum.

[Topsimok 00pabOTKM MEPCOHATBHBIX JAHHBIX HA OyMa)KHBIX MaTEpPHAIbHBIX
HOCHUTEIISIX PpErIaMEHTHUPOBaH «JHCTpyKIMell 10 XpaHEHUI0 NEPCOHAJIbHBIX
JAHHBIX HA OYMaXXHbIX HOCHUTENSIX W TOPSJAKY pabOThl MCIOJHUTENEH ¢
NEPCOHAIHBIMU  JIAaHHBIMM  Ha  OYMaXHBIX  HOCUTENSIX  MHGOpMAIIN,
YTBEPKAECHHOU PYKOBOIUTEIIEM.

O6paboTtka NepCOHAIbHBIX JTAHHBIX B aBTOMATU3UPOBAHHBIX
UH(POPMAILIMOHHBIX CUCTEMaX OCYLIECTBIIIETCA HA OCHOBAaHUU PAJla YTBEPKICHHBIX
PYKOBOJUTENIEM HMHCTPYKIUH, PErjaMeHTHPYIOMMUX OO0pabOTKy NepCOHAIbHBIX

nannbix B UCIT/IH.
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JlocTyn K NepCOHAIBHBIM JAHHBIM

Buyrpennuii goctyn (AOCTynl BHYTPU OpraHW3alliM) ONpeAessieTcs
MEPEUYHEM JIMIl, UMEIOIIMX JOCTYIl K TMEPCOHAJIbHBIM JaHHBIM KOHTPAreHTOB H
CTYAEHTOB, OIPEAEIACTCS TPUKA30M PYKOBOIUTEIIS.

Buewmnuii gocryi:

K uucmy MaccoBeIX TOTpeOHWTENEel MEPCOHANBHBIX JIAaHHBIX  BHE
OpraHU3aIMA MOXHO OTHECTH TOCYJAapCTBEHHBIC (DYHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIC HWHCHEKIWH, TPABOOXPAHUTEIBHBIE OpraHbl, OPraHbl CTATUCTHKH,
BOCGHKOMATHI, OpraHbl COIMAJBLHOTO CTPAaXOBaHUSA, TEHCHOHHBIE (OH/PI,
MOJpa3AeiCHUs MyHULIMIIAJIbHBIX OPTaHOB YIIPABIICHUS;

Han3opHO-KOHTpOIBHBIE OpraHbl UMEIOT JOCTYN K MH(OpPMAlUM TOJIHKO B

cthepe cBOEi KOMIIETEHITUH.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTDH CYOBEKTA NMEePCOHATbHBIX
JAHHBIX

3aKkperieHne npaB CyoObeKTOB MEPCOHANBHBIX JIaHHBIX, PErJIAMEHTUPYIOIIUX
3alIUTY €ro IEepPCOHAJIbHBIX JIaHHBIX, OOECIIEYMBAET COXPAHHOCTb MOJHOW U
TOYHON MH(OpMAILIUU O HEM.

B umensx 3amuThl NEPCOHANBHBIX JAHHBIX KOHTPAreHTbl (3aKOHHBIE
IPEICTABUTENN) UMEIOT IPABO:

- TpeOOBaTh HMCKIIIOUYEHMS] WM HCIPABICHUS HEBEPHBIX, WJIA HEMOJIHBIX
NEPCOHANBHBIX JTaHHBIX, CBOOOAHBIN OeCIIaTHBIA JOCTYI K CBOUM NEPCOHAIBHBIM
JAHHBIM, BKJIIOYAs IIPaBO Ha IOJYYEHHE KOIMM HOBOM 3allMCH, COJEpIKaICH
IIEPCOHAJIBHBIE TaHHBIE;

- OIpENeNATh CBOMX IPENCTABUTENECH Ul 3AIUUTBHI CBOUX IMEPCOHAIBHBIX

JTAHHBIX Ha COXPAHEHUE U 3aILUUTY CBOCH JINYHOU TalHBI.
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IIpaBa 00513aHHOCTHU M OTBETCTBEHHOCTH OIIEPATOPA NMEPCOHAIBHBIX
JTaHHBIX

[lepconanbHasi OTBETCTBEHHOCTh - OJIHO W3 TJaBHBIX TpeOOBaHUN K
opraHu3anuu (PyHKITMOHHUPOBAHUS CUCTEMBI 3aIUTHl IEPCOHATBLHON HH(pOpMaIun
1 00s13aTeNIbHOE yCoBUE obecnieueHus 3PGHEeKTUBHOCTH 3TON CUCTEMBI.

Opunuueckue u ¢u3MUecKkue mHUIA, B COOTBETCTBUM CO CBOWMH
MOJTHOMOYMSIMHU, BIIaJiclone HHpoOpMaIMed o TpaxjaaHax, IMOJydalwllue u
WCIIOJIB3YIONIHNE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBUH C 3aKOHOAATEIHLCTBOM
Poccutiickoii deneparuu 3a HapyIIEHWE PEXUMa 3aIIUTHI, 00OpPabOTKH U TOPSIKA
WCIIOJIB30BaHUs ATON HH(pOpMaIIIH.

PykoBogurens, paspemiaromdii  AOCTYyH COTPYJAHHMKA K JIOKYMEHTY,
COJICpJKaIlleMy II€PCOHAJIbHBIC CBEJCHUS KOHTPAareHTOB U CTYJEHTOB, HECET
NepCOHAILHYIO0 OTBETCTBEHHOCTD 3a JaHHOE pa3pelieHue.

Kaxnpiii coTpyHUK OpraHU3aluy, TOJYyYArOMINN JUisi paboThl JOKYMEHT,
COJICpKaIllUi TIEPCOHAIbHBIC JaHHBIC, HECET €IUHOJUYHYI0 OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTENS M KOH(MUICHITUATFHOCTh HH(POPMAIIHH.

Jlonyck K NEepCOHAIbHBIM JaHHBIM KOHTPAr€HTOB U CTYJEHTOB JIPYyTrUX
COTPYJIHUKOB pabOTOAATEIIsI, HE UMEIOIINUX HaJIeKaluM 00pa3zomM 0hOpMIIEHHOTO
JOCTYTa, 3aMpPeIaeTCs.

[lepenaya (0OMeH U T.J.) IEPCOHATBHBIX JAHHBIX MEX]Y MOJIpa3IeICHUSIMU
OCYILIECTBIISIETCS  TOJIbBKO MEXKIY COTPYJAHUKAMH, HWMEIOIMMH JOCTYN K
MEPCOHAIBHBIM JaHHBIM KOHTPAareHTOB U CTYAECHTOB.

3a HEUCTOJHEHHE WIM HEeHaJJIeXkallee HCIOJHEHUE PaOOTHHUKOM IO €ro
BUHE BO3JIOKEHHBIX HAa HETrO OO0S3aHHOCTEH MO COOJIIOJICHUIO YCTAHOBIICHHOTO
nopsiika padoThl CO CBEICHUSIMHU KOH(PHUACHIIMATBHOIO XapakTepa padoToiaTelb
BIIPABE MPUMEHATH NpeaycMoTpeHHble TpynoBeiM KoaekcoM AucCHUILIMHAPHBIC

B3bICKaHMHI.
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14  OcoOenHoCcTH 00pa0OTKM NEPCOHAIBHBIX JAHHBIX 0€3 HCIO0JIb30BAHMA
CPeACTB aBTOMATHU3ALMH

[Tpu HEaBTOMAaTU3HPOBAHHOMN 00paboTKe pa3IWYHBIX  KaTeropuii
NEPCOHANBHBIX JIAaHHBIX JIOJDKEH MCIOJIb30BaThCS  OTNENbHBIA  MaTepHabHBIN
HOCHUTEIb IS KaKI0M KaTerOpUu MePCOHANIbHBIX JIAHHBIX.

[Ipu HeaBTOMATH3UPOBAHHONW OOpPabOTKE MMEPCOHAIBHBIX TAHHBIX Ha
OyMa>KHBIX HOCUTENSIX:

- He JomyckaeTcsi (Qukcanus Ha OJIHOM OyMa)KHOM HOCHUTEIE
NEPCOHANBHBIX  JAaHHBIX, Head  oOpabOTKM  KOTOPBIX  3aBEAOMO
HECOBMECTHMBI;

—  TIepCOHAJIbHBIE JAaHHbIE JOJKHBI 000COONATHCA OT HHOM MH(OpManuu, B
YaCTHOCTH MyTeM (UKCAIMU UX HA OTAEIbHBIX OYMa)KHBIX HOCHUTENSX, B
CIICMANIBHBIX pa3liesiax WM Ha NoJiax GopM (OJ1aHKOB);

—  JIOKYMEHTBI, CoJiepKalllie MepcoHalbHble JaHHbIe, POPMUPYIOTCS B  Jela
B 3aBHCHMOCTH OT IIeJTi 00paOOTKU MEePCOHANBHBIX JAHHBIX;

— Jena  C JOKYMEHTaMH, COJEp)KAIlUMHU MEPCOHAIbHBIE JIaHHbIE, JOJKHBI
UMETh BHYTPEHHHUE OMNHUCH JIOKYMEHTOB C yKa3aHHEM LeJIu 00paboTKu U
KaTEeropuy MepCoOHaIbHBIX TAHHBIX.

JIOKyMEeHTBI (HOCHUTENHU uHpOpMaIUK), COJIepXkallie TIepPCOHATbHBIC
JaHHBIC, JOJKHBI XPAHUTHCA B CIIY)KEOHBIX MOMEIICHUSIX B HAJAEKHO
3amMpaeMbIX M OlleyaThIBaeMbIX IKadax (ceidax).

YHUYTOXKEHHE WM O00€3TMYMBAHUE YACTHU MEPCOHAIBHBIX JTAHHBIX, €CIH
3TO JOIMYCKAETCs] MaTePHUAIbHBIM HOCUTENIEM, MOKET IPOU3BOJIUTECS CIIOCOOOM,
UCKJTIIOYAIONIMM JalIbHEHIIyI0 00paboTKy ATHX NEPCOHANIBHBIX JIaHHBIX, C
COXpaHEHUEM BO3MOKHOCTH OOpabOTKH MHBIX JAaHHBIX, 3aQUKCUPOBAHHBIX Ha

MaTCpUaAJIbHOM HOCHUTCIIC.
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[Tpu HECOBMECTHUMOCTH Lielel 0O0paOOTKM MEepPCOHAJIbHBIX JTaHHBIX,
3a(MKCUPOBAHHBIX Ha OJHOM MAaTEpUAIBbHOM HOCHUTEJE, €CIM  MaTepUAIbHBIN
HOCUTEJb HE  MO3BOJIAET OCYIIECTBIATH  OOpaOOTKY MEpCOHAIBHBIX JaHHBIX
OTJIETBHO OT  JApyrux 3apUKCUPOBAHHBIX  Ha  TOM € HOCHUTENE
NEPCOHAIBHBIX JIAHHBIX, JOJDKHBI OBITH IPHUHSITHI MEpPBl M0 OOECIEUYEHUIO
paszenbHOl 00pa0OTKHU MEPCOHATIBHBIX JAHHBIX, B YACTHOCTH:

—  1pu HEO0XOUMOCTH UCIIOJIb30BAaHUSl WJIM  PACIPOCTPAHEHMS
OTIpe/ICNIEHHBIX MEePCOHATBHBIX JAHHBIX OTACIBHO OT HAaxOIAIIMXCA Ha
TOM K€ MaTepHaJIbHOM HOCHUTEJE  JAPYTUX  MEPCOHAIbHBIX JTAHHBIX
OCYILIECTBIISETCS KONUPOBAaHUE TIEPCOHAIBHBIX JAaHHBIX, MOJJICKAIIIX
pacnpoOCTPaHEHUI0  WJIM  HCIOJIb30BAHMIO, CHOCOOOM, MCKIIFOYAIOIUM
OJIHOBPEMEHHOE  KOMHUPOBAHHE MEPCOHAIbHBIX JAHHBIX, HE MOJICKAIINX
pacpoCTpaHEHUIO " UCTOJIb30BAaHUIO, U UCTIONB3YETCsI
(pactpocTpaHsieTcs) KOMUsI IePCOHAIbHBIX TAHHBIX;

— npu  HEoOXOJUMOCTH  YHHUTOXKEHUS  WIM  OJOKMPOBAaHUS  YacTu
NEPCOHANBHBIX JAaHHBIX YHUYTOXKACTCSI WM  OJOKUPYETCs] MaTepUaIbHBIHI
HOCUTENb C TpeIBapUTEIIbHBIM KOIMPOBAHHWEM CBEJCHUM, He
HOJUIEKAINX  YHUYTOXKEHUIO win  OJOKHPOBAHUIO, CIOCOOOM,
UCKJTIOYAIONIMM OJHOBPEMEHHOE KOMHMPOBAHUE TEPCOHATBHBIX JIaHHBIX,
MOJIJIEKAITNX YHUUYTOKEHHUIO WIH OJIOKHPOBAHHUIO.

YTouHEeHHE TEPCOHANBHBIX [aHHBIX MPH OCYIIECTBICHUU UX 00pabOTKH
0e3 WCIONB30BaHMS  CPEIACTB  aBTOMATH3allMM  MPOU3BOJIUTCS nmyTeM
OOHOBJICHHUS WM WU3MEHEHMs JaHHBIX Ha MAaTepUaJbHOM HOCHUTENE, a €cCld
3TO  HE JIOMTYCKAETCSl TEXHUYECKUMH  OCOOEHHOCTSAMU  MaTepuajbHOTO
HOCUTENS, MyTeM (UKCAallMd Ha TOM K€ MaTepUaJIbHOM HOCUTENE CBEACHUMN
O BHOCHUMBIX B HHX HM3MEHEHHUSX JHOO TIyTEM W3TOTOBJICHHS HOBOTO

MAaTCpPUAJIBbHOTO HOCHUTCIIA C YTOUYHCHHBIMHU IICPCOHAJIBHBIMH AdaHHBIMHU.
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OO0paboTKa MEePCOHAIBHBIX JAHHBIX, OCYIIECTBIsIEMasi O€3 HCIIOIb30BaHUS
CPEICTB aBTOMATH3AIlMH, JOJDKHA OCYIIECTBISATHCA TakuM oOpa3oMm, 4YTOOBI B
OTHOIIIEHUHU KaXKIOW KaTETOPUH MEPCOHALHBIX TaHHBIX MOKHO OBLIO OMPEaeInTh
MeCTa XpaHEHUs TIEPCOHANBHBIX JAHHBIX (MaTepUAIbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUYCHB JIUII, OCYIIECTBISIOMNX 00pabOTKy MEePCOHATBHBIX JaHHBIX
100 UMEIOIIUX K HUM JTOCTYII.

[Tpu xpaHeHUH MaTepHATBHBIX HOCUTEICH MOJIKHBI COOTIOAATHCS YCIOBUSA,
o0OecrevnBaroNe COXPAaHHOCTh TIEPCOHANBHBIX JAaHHBIX W HCKIIOYAIOIIHe
HECAaHKIIMOHUPOBAHHBIM K HHUM JOCTYIl. XpaHEHWE TMEePCOHAIBHBIX JaHHBIX
(MaTepuaabHBIX HOCUTENEH), 00paboTKa KOTOPBIX OCYIIECTBIISETCS B Pa3IMYHBIX

OeaxX A0JI2KHO OBITH Pa3saciIbHBIM.
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15  Owxugaemslii 3¢pdexT ot peasuzauuu Ilosoxenus

Peamuzanus Ionoxenus 6e3omacaoctu 1/ 8 UCIT/IH mo3BoIMT:

OLICHUTh cocTosiHue Oe3omacHocT wuHpopmanuun WCII[AH, BBIABUTH
MCTOYHUKHU BHYTPEHHUX W BHEIIHUX Yrpo3 MH(POpMAIMOHHOM 6€301acHOCTH,
ONPENEINTh NPUOPUTETHBIE HANpPABICHUS MPEAOTBPALEHUSA, OTPAXKEHUS U
HEUTpaIU3aluu 3TUX YIPo3;

pa3paboTaTh pacHoOpSAUTEIbHBIE U HOPMATHBHO-METOIUYECKUAE TOKYMEHTHI
npumenuresnbHo K UCITH;

npoBecTu Kiaccudukanuio u ceprudpukanuto UCIH;

MPOBECTH OPTaHU3AIMOHHO-PSKUMHBIC W TEXHHMUYECKHE MEPONPHITHS TI0
ob6ecneuenuto o6ezomacHoctu [11a 8 UCIIH;

obecneyuTh HeOOXOIMMBINA YPOBEHb 0€30MaCHOCTH OOBEKTOB 3AIIUTHI;
pa3paboTaTh METOJMYECKUE TIOKYMEHTHI IO pa3MElIeHHI0, 000PYI0BaHUIO U
OXpaHe TMOMEIICHUMN, TJe XPaHATCS NMEPCOHAIBHBIC JaHHBIC, 10 XPaHCHUIO
NEPCOHANBHBIX JaHHBIX HAa OYMaXHBIX HOCHTENIIX W TOPANKY pabOThI
UCIIOJIHUTENIEH C TEepPCOHAIBHBIMA JaHHBIMH Ha OYMaKHBIX HOCHTEISIX
uHbOpMaInu.

Ocy1ecTBICHHE STUX MEPOIPUSATUI 00ECTICUUT CO3AaHNE €TUHOMH,

LEJIOCTHOM M CKOOPAMHUPOBAHHOW CHUCTEMbl MH(GOPMAIIMOHHOM 0€30MacHOCTH U

CO31aCT yCJIOBHA JIJIA €€ I[&J'II)HGﬁHIGFO COBCPIICHCTBOBAHMA.
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16 CHHCOK MCIO0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMHU HOPMATHBHO-NIPABOBBIMH n MeTOAUYEeCKUMHU
AOKYMEHTaAMHU, Ha KOTOPBIX 0asupyercs Hactosiniee IloJioskeHue siBJIsAOTCS:

®enepanbubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHblx» (nanee — @3 «O nNEepcOHAIBHBIX JAaHHBIX»), YCTaHaBIMBAIOIIMN
OCHOBHBIE MNPUHIUIB M YyciaoBus oOpaGotku [I/lH, mpaBa, oOsi3aHHOCTH U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHUH, CBA3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeGoBaHusl K 3alIUTE MEPCOHATBHBIX HAHHBIX NpU UX 00paboTKe B
UHPOPMALIMOHHBIX ~ CHUCTEMax  MEPCOHANbHBIX  JaHHBIX»,  YTBEP)KJEHBI
[TocranosnenueM IIpaBurensctBa PO ot 01.11.2012 . Ne 1119.

«Ilonoxenne 00 OCOOEHHOCTSIX O0OpaOOTKH TMEPCOHATBHBIX JIaHHBIX,
OCYILECTBIsIEMON 0€3 MCMOJIb30BaHUS CPEJCTB aBTOMATH3ALUN», YTBEPKICHHOE
[ToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[TocranoBnenue IlpaButenbctBa Ne 211 or 21 mapra 2012 roma «O06
YTBEPKACHUM IEPEYHs] MEp, HAIPABICHHBIX Ha O0O0ECIEUEHUE BBINOIHEHUS
o0s3aHHOCTEH, TIpemycMOoTpeHHBIX D3 «O MepCOHATBHBIX JAHHBIX)» U MPUHSATHIMU
B COOTBETCTBUM C HHMM HOPMAaTHBHBIMU IIPABOBBIMH aKTaMH, OIEPATOPAMH,
SBJIAIOIIMMUCS TOCYJaPCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMUA OPTaHAMM.

«TpeGoBanuss K  MaTepuajbHbIM  HOCHUTEISIM  OHOMETPUYECKHUX
NEPCOHANBHBIX JAHHBIX M TEXHOJIOTMAM XpPAHEHUs TaKUX [JaHHBIX BHE
UHPOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAJBbHBIX  JAHHBIX»,  YTBEP)KICHHBIC
ITocranosnenueM IIpaBurensctBa PO ot 06.07.2008 r. No 512.

HopmatuBHO-MeToaMueckue JOKyMEeHTbl DefepanbHON  CIyXObl 10
TEXHUYECKOMY M 3KCIEpPTHOMY KOHTposito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccun) nmo obecnedenuto OesomnacHoctu I1/[H nmpu ux o6padoTke B

WUCITa:
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MeTonuKa OIEHKH yrpo3 0e30MacHOCTH HMH(QOpMaIMy, YTBEPXKICHHAs

®CTIK Poccun 5 despans 2021 roxa.

TIpuxaz ®CTIK Poccun Ne 21 ot 18 despaist 2013 roaa «O0 yTBEepX ACHUHU
CocTaBa U CONEPKAHMS OPTAHU3AIMOHHBIX U TEXHHYECKUX MEp IO 00eCIeIeH IO
6e30MaCHOCTH MEPCOHATBHBIX JAaHHBIX IPH MX 00paboTke B HH(QOPMAIHMOHHBIX

cucTeMax NepCOHAJIBHBIX JaHHBIX).

ITpuka3z DenepanpHOil ciryxOb! Ge3onacHocT Poccuiickoi denepanuu OT
10 wmons 2014 r. N 378 «O6 ytBepxnenun CocraBa ¥ COACpKaHHA
OpraHM3aLMOHHBIX W TEXHHYECKMX Mep MO 00eCIeyeHHIo 0e30MacHOCTH
epCOHATBHBIX JAHHBIX [P HX 00paboTke B HHQOPMAIMOHHBIX CHCTEMAx
[IePCOHANBHBIX JAHHBIX C UCTIOJB30BAHIEM CPEICTB KPUNITOrPApUIECKON 3aIlUThI
MH(GOPMAIINH, HEOOXOMMBIX JUIS BHIIONHEHHUs yCTAaHOBJICHHBIX IIpaBHTENECTBOM
Poccuiickoit Peneparnyii TpeOOBaHMM K 3allldTe TEPCOHANBHBIX MAHHBIX JUIS

KaXxXa0Tro u3 ypOBHefI 3ALIUIIEHHOCTH.

HauansHuK oTaea nepcoHana
B.B. Paquenko
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